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1. [bookmark: Chapter_3]Chapter 3 – 
Service Agreement – Nimbus
(Appendix 7 to the Bid Booklet)
Between 

[bookmark: _Toc515804571]The Government of Israel on behalf of the State of Israel
By the Government Procurement Administration in the Accountant General’s Department of the Ministry of Finance
[bookmark: _Toc515804572] (Hereinafter: the “Tender Administrator”)
						Party A	
And
 ________________________
of ________________________________
 (Hereinafter: the “Provider”)
	Party B

[bookmark: TenderDesc_7][bookmark: show_istovin_11]Whereas	The Tender Administrator has published Central Tender No. 01-2022 for Adding Services to the Government Digital Marketplace (hereinafter: the “Tender”); and
Whereas The Provider has submitted a bid for the Tender, and subject to its enrollment in the service agreement – Nimbus (hereinafter: the “Agreement”) and compliance with the requirements set forth in the Tender and the Agreement, the tenders committee of the Tender Administrator has selected the Provider as a provider available in the Government Digital Marketplace.
It has therefore been declared, stipulated and agreed between the parties as follows:
General
The appendices set forth below are attached to this Agreement: 
0.1.1.1. Appendix A – the list of services that have been approved for the digital marketplace, as will be updated from time to time;
0.1.1.2. Appendix B – the bid booklet of the bidder in the Tender;
0.1.1.3. Appendix C1 – information processing for services in Software as a Service (SaaS) configuration
0.1.1.4. Appendix C2 – information processing for services that are not in Software as a Service (non-SaaS) configuration;
0.1.1.5. Appendix D1 – security and cyber for services in Software as a Service (SaaS) configuration;
0.1.1.6. Appendix D2 – security and cyber for services that are not in Software as a Service (non-SaaS) configuration;
0.1.1.7. Appendix E – Hebrew agreement (will only be attached if the English version of the agreement is signed) 	
The preamble and appendices to the Agreement form an integral part hereof.
Interpretation
In this Agreement, the terms will have the meaning that appears in the tender documents unless otherwise stated in the Agreement or its appendices. 
The Agreement and its appendices will be interpreted in a manner that meets the requirements of the Tender, and in a manner that fulfills the purpose of the Tender for the provision of cloud services to the Government of Israel from the Israeli region, in the best possible way. 
[bookmark: _Ref114523512]In the event of an explicit or implicit contradiction between provisions in relation to the duties imposed on the parties to this Agreement, the following interpretive hierarchy will apply:
0.1.1.8. Appendix C “information processing” – the statements therein supersede those made in any other document;
0.1.1.9. The Agreement and its appendices – the statements therein supersede those made in any other document;
0.1.1.10. In the absence of an explicit or implicit provision in the agreement or the tender that contradicts the provisions of the terms of use of a particular service, the terms of use will apply, in accordance with the provisions of section‎3.10.5. Notwithstanding the foregoing, a provision set forth in the terms of use of a service which has received an individual approval from the Tender Administrator, as specified in section ‎3.10.5 of the Tender documents, shall prevail over the provisions of the agreement and the appendices thereof.
In any case of contradiction within the hierarchy set above, between the various professional requirements applicable to the Provider in the same hierarchy (whether these are the requirements set forth in the tender documents or a contradiction between the requirements of the Tender and the Provider’s bid), the Provider will act in accordance with the strictest binding level and provision of service in a way that benefits Clients.
Enrollment in the Agreement
We consent and commit to all of the conditions set forth herein. In witness whereof we have signed:


	
	
	
	
	
	

	Date




	
	Full name + position

	
	Signature of bidder's authorized signatory (and company stamp, if required by the bidder)
Electronic signature

	Company name


	Date




	
	Full name + position

	
	Signature of bidder's authorized signatory (and company stamp, if required by the bidder)
Electronic signature

	Company name


	
	
	
	
	
	





Part A - Principles
Subject of the Tender
The subject of the tender is the regulation of the procurement of services, which are not the Cloud Providers' services available in the services catalog of the Cloud Providers, while establishing a digital marketplace for Government ministries and auxiliary units and specific digital marketplaces according to Clients’ needs. The following services shall not be considered as part of the tender Subject:
0.1.1.11. A similar, identical or parallel service to the service offered in the Digital Marketplace, in a model that is not a public cloud.
0.1.1.12. Other engagement in accordance with the aforesaid in section ‎3.15.5.
The Tender Administrator and the clients will be entitled to purchase cloud services that are not part of the tender subject in a separate tender or agreement and the Provider will not have any claim against the Tender Administrator if these services are purchased from another provider.
[bookmark: _Ref51628734][bookmark: _Ref51628910][bookmark: _Ref51843309][bookmark: _Toc48749856][bookmark: _Toc57230421][bookmark: _Toc79337768]The engagement period
The engagement will be from the date of enrolling in the digital marketplace until the end of that calendar year (December 31) and will be extended, each year, by another calendar year, unless the Tender Administrator has announced, by December 1, its intent to terminate the engagement. The engagement will end no later than the day of the end of the engagement in the cloud tender, including extensions, if extended.
 Subject to the extension of the agreement, during the fifth, tenth, and fifteenth year of the agreement period with the Provider, the Provider may notify the Tender Administrator until June 1 of that same year, of the termination of the agreement, starting from the beginning of the following calendar year.
Part B – the Services
Services 
Services of the Provider that are set forth in Appendix A will be available for purchase by Clients in the digital marketplace or in any specific digital marketplaces, at the sole discretion of the Tender Administrator.
Appendix A will be updated from time to time according to the services of the Providers that have won the tender in the various categories and changes and additions in the services that were approved by the Tender Administrator for sale in the governmental digital marketplace, according to the provisions of the Tender and Section ‎3.17 below. Without derogating from any other authority granted to the Tender Administrator due to a breach of agreement by the bidder, if the offered service is not deployed in the Israeli region in accordance with the requirements of clause 3.6.3.1 above, the discount for the service will increase by an additional 25 percentage points. (For example, if the discount was 25%, then during the period of delay, the discount will increase to 50%; furthermore, if a particular customer was offered a 34% discount, this discount will increase to 59%). This increased discount will apply until the service is activated as an Israeli service.
Date of Services deployment in the Israeli region
0.1.1.13. [bookmark: _Toc47826531][bookmark: _Toc48749857][bookmark: _Toc57230422][bookmark: _Toc47826328][bookmark: _Toc360620715][bookmark: _Toc407797524][bookmark: _Toc407797533][bookmark: _Toc520271085]A service listed in Appendix A will operate from the Israeli region as an Israeli service by no later than 12 months from the date of winning the Tender, Except in the case of prior written approval having been given by the Tender Administrator approving a different schedule for deploying the service in the Israeli region.
0.1.1.14. Without derogating from any other authority granted to the Tender Administrator due to a breach of agreement by the bidder, if the offered service is not deployed in the Israeli region in accordance with the requirements of clause 3.6.3.1 above, the discount for the service will increase by an additional 25 percentage points. (For example, if the discount was 25%, then during the period of delay, the discount will increase to 50%; furthermore, if a particular customer was offered a 34% discount, this discount will increase to 59%). This increased discount will apply until the service is activated as an Israeli service.
0.1.1.15. The service will comply with all the required standards and the SLA in the Israeli region, within a maximum of 6 additional months from the date the service began to be provided in the Israeli region.
[bookmark: _Ref114554514]The service will be operated in the Israeli region in accordance with the Provider’s commonly used configuration for offering the service in other regions overseas where the service is deployed, and in any case the service will be deployed and offered to Clients in more than one zone in the Israeli region, in a manner that will ensure the resiliency and continuity of provision of the service even if one zone fails.
[bookmark: _Toc371439556]The services will be ordered from the digital marketplace as stated in the cloud tender and the rules set by the Tender Administrator, which will be updated from time to time.
[bookmark: _Ref153976313]It is not possible to order under this engagement services for installation or implementation other than on a platform of the Cloud Providers, including a service installed on local infrastructure, including on-premises, or on a platform of a provider that was not chosen in the Cloud Tender.
[bookmark: _Ref114524675]Deployment and integration services
The Provider will be allowed to provide deployment services for a service that is available in the digital marketplace, including assistance in operation and deployment of the service correctly and efficiently for the Client and integration with the other systems of the client. To this end, the Provider may use subcontractors.
If the Provider is interested in charging additional payment for such deployment services, in addition to the price of the service in the digital marketplace, it will do so in accordance with the provisions of section ‎3.15.12 below, after getting prior written approval by the Tender Administrator. As a general rule, paid integration services will be performed through separate tenders, and the aforesaid approval in this section will be given only in appropriate cases
The Tender Administrator will be allowed to issue directions on the manner of providing such deployment services, including setting a maximum price, a service level agreement and agreed compensation, payment terms and a specific appendix for regulating the provision of these services, and to establish a specific engagement agreement, which may include insurance requirements, that the subcontractors will sign with the Client as a condition for provision of the services.
The Tender Administrator or the Clients will be allowed to publish a tender or perform any other engagement for receiving integration services for the offered service, in which case the integration services will be provided to the Clients by the selected Provider.
[bookmark: _Toc47826331][bookmark: _Toc47826534][bookmark: _Toc48749860][bookmark: _Toc57230425][bookmark: _Toc79337772][bookmark: _Toc47826330][bookmark: _Toc47826533][bookmark: _Toc48749859][bookmark: _Toc57230424][bookmark: _Toc79337771]Documentation
The Provider will provide the Clients, for each service they order, all of the documentation and literature offered by it for Enterprise customers, according to the Provider’s public definitions, for that service.
This documentation will include user manuals, directions, settings, printed or electronic updates, “read-me” files, version information and any other update and material related to the service (including all information contained or referred to in the details of use of the service or software), the details of use, operation and maintenance of the service, including any improvement, update or adaptation to those documents, which the Provider publishes or provides to its customers.
SLA for services 
All services provided will be in accordance with the defined SLA that is publicly announced for the overseas region and which applies to Enterprise customers, according to the Provider’s public definitions, including the credit /compensation component for non-compliance with this SLA.
[bookmark: _Ref106206892]Terms for using the services
The Client may make any use of the service within the performance of its function and purpose as a public service for the State of Israel and its citizens, subject to statutory provisions applicable to the Client. Besides the statements in this section, there will be no restriction of any kind, including “permitted use” rules for a service being offered in the governmental digital marketplace.
[bookmark: _Ref114555189]Notwithstanding the foregoing, a Client, or a party on behalf thereof, may not use services for the following purposes:
0.1.1.16. Use for commercial purposes such as resale.
0.1.1.17. Infringement of the Provider’s intellectual property, including reverse engineering.
There will be no restrictions on the part of the Provider as to the type of system and information that the Clients may migrate to the service, including vital systems of high sensitivity level.
There will be no restrictions preventing the Clients from transferring content data, including the logic defined by the Client, to another party, including another cloud or service provider.
[bookmark: _Ref114522485]Terms of use for a specified service
0.1.1.18. Without deviating from the aforesaid elsewhere in this agreement, the Provider may add terms of for a service, under the following conditions:
0.1.1.18.1. The terms of use are published publicly for customers of the service in the overseas Region.
0.1.1.18.2. The Provider provided the terms of use to the Tender Administrator, in their current form.
0.1.1.19. In any case in which the Provider wants to amend the terms of use of the service, it will be able to do so by providing the Tender Administrator at least 14 days advance notice.
0.1.1.20. [bookmark: _Ref114554336]In the event that, as a result of a unique need, the Provider wants a certain term of its terms of use to prevail over the provisions of the agreement (for example - as a result of a new regulation, or a unique feature), the Provider may contact the Tender Administrator with a request for such approval. The request must include the specific sections in the terms of use the Provider wants to prevail over the provisions of the agreement, and the reason for this. The Tender Administrator will examine the request and will be entitled to approve, reject or approve the request under conditions, such as for a limited period of time, for specific services or as another relevant condition. Such approval shall be given in advance in writing and shall be attached to the agreement, as a condition for its entry into force.
0.1.1.21. The status of the terms of use, and the relationship between them and the other terms of the agreement will be in accordance with the provisions in section‎3.2.3.
The Provider will not be permitted to apply conditions or additional payment to receiving a service besides the stipulations that appear in the Cloud Provider’s marketplace. 
If the Provider intends to stop providing the service from a particular region that Clients are using, it will provide the Tender Administrator and the Clients with at least 180 days’ prior notice before terminating the service in that region.
Services purchased by Clients from the Provider, prior to the Provider winning the tender, and which are now available as part of the tender will continue to be provided to the Clients by the Provider. However the terms of these agreements will change and will be in accordance with the terms specified in the tender, except for exceptional cases which received the approval of the Tender Administrator.
Blocking or restricting use 
[bookmark: _Ref54774284]The Provider will not be able to restrict the Client's use or consumption of any particular service, except as defined for an Enterprise customer, according to the Provider’s public settings, subject to its duties in this Agreement, and will not discriminate against Clients in any form or manner.
[bookmark: _Ref114524210]The Provider will not be able to cancel the provision of the service (service termination) for a certain Client, for any reason, including payment failure or breach of section ‎3.10.2. In such cases, and subject to giving a 30-day notice to the Client and the Tender Administrator, the Provider may temporarily freeze or cease the service or the breaching account of the relevant Client and may act in accordance with the provisions of section ‎3.14.7.
If an order or request has been received from a supra-state entity or tribunal or from a judicial instance, administrative entity, law enforcement or security agencies that are not an organ of the State of Israel (hereinafter jointly and severally: "foreign entity") that prohibits or restricts consumption or provision of a service to the Client, and the Provider considers itself compelled to follow that order or request, the Provider will act as set forth below:
0.1.1.22. It will update the Tender Administrator immediately upon learning of the existence of the procedure that is the object of the order or request two workdays at the latest after receiving the order or request, unless it is expressly prohibited from doing so by law.
0.1.1.23. According to the request of the Tender Administrator, and if possible in accordance with the applicable law, it will ask to enroll the Government of Israel as a party to the relevant proceeding.
0.1.1.24. It will act in accordance with the legal means at its disposal before the judicial instance and the appellate instances to revoke the order or request unless it has received prior written permission from the Tender Administrator not to do so.
0.1.1.25. It will demand that compliance with the provisions of the order or request be in accordance with Mutual Legal Assistance Treaties. If the order or request is not in accordance with the said treaties, the Provider will not comply with the provisions of the order or request, insofar as this is possible under the law of the place from which the service is provided.
0.1.1.26. In addition to the foregoing, if the service is provided from the Israeli region -before fulfilling the provisions of the order or request, the Provider will act in accordance with the relevant Israeli law provisions to enforce the order (such as the Enforcement of Foreign Judgments Law, 5718-1958, the Legal Assistance Between Countries Law, 5758-1998, etc.). In any case, the Provider will not comply with the provisions of the order issued by a foreign entity regarding a service provided to the Government of Israel from the Israeli region when not possible under Israeli law.
If there is an indication that an order or request is expected to be received, as stated above, the Provider will notify the relevant Clients and the Tender Administrator immediately.
Without detracting from any other remedy available to the Tender Administrator, in any case in which intervention from a party extrinsic to the Provider has resulted in a Client being denied the use of a service that is offered to the public by the Provider based on the public cloud, the Provider will take any reasonable action under the circumstances to prevent any harm to the Client or to minimize such damage in the given circumstances.
[bookmark: _Toc185193114][bookmark: _Toc78167944][bookmark: _Toc78123023][bookmark: _Toc61602138][bookmark: _Toc201895066][bookmark: _Toc201636755][bookmark: _Toc201561628][bookmark: _Toc201895065][bookmark: _Toc201636754][bookmark: _Toc201561627][bookmark: _Toc536387463][bookmark: _Toc536387394][bookmark: _Toc536387327][bookmark: _Toc536387259][bookmark: _Toc57230440][bookmark: _Toc48749875]Essential services and emergencies
In an emergency as determined by the Knesset of Israel, the Government of Israel, the National Emergency Authority, or any party authorized to do so in accordance with any law (hereinafter: “Emergency”), or alternatively, in a situation defined by the Tender Administrator as a state of heightened alert, such as: a natural disaster, a national disaster, outbreak of an epidemic, a protracted state of fighting, preparation for war or a military operation (hereinafter: “State of Alert”), the Provider will act with the aim of continuing to provide the services regularly, in accordance with its obligations under this Agreement. For the purposes of this section, an emergency will be a pronouncement made after the date of signing the engagement agreement.
Without detracting from the foregoing, in any case in which a result of an Emergency, a State of Alert or force majeure event the Provider has difficulty in providing a particular service or meeting another obligation that it has under this Agreement, the Provider will contact the Tender Administrator in advance, or in exceptional cases in which this is not possible, immediately and soon after the Provider learns of the difficulty, for the purpose of notifying the Tender Administrator and obtaining its approval, for a limited period of time, for deviating from its obligations under the Tender. In such a case and subject to considerations of fairness and reasonableness, the Tender Administrator will approve the request for a limited period of time, or approve it under conditions, including a condition under which during such period the Clients may purchase the required services from an alternative Provider. 
“Force majeure” for the purposes of this section means: war, invasion by an enemy country, action of an enemy country or battles, insurrection, epidemic, natural disaster, and any other circumstance that the Provider had no control over and could not reasonably anticipate in relation to this engagement with the Government Israel which prevented the Provider from continuing to carry out the works or caused a slowdown in their rate of performance.


Part C – the Digital Marketplace
Clients
Entities stated below will be considered as Clients for the purposes of the Tender and will purchase services under it in the government digital marketplace or in a specific digital marketplace:
0.1.1.27. Government ministries and auxiliary units – if new government ministries or auxiliary units are established during the engagement period, or government ministries or auxiliary units are split up, the Tender will also apply to the new government ministries or auxiliary units. 
0.1.1.28. An outsourcing provider of one of the entities stated above, for the provision of services to the Client, with the approval of the Tender Administrator. 
0.1.1.29. Related bodies – during the engagement period, the Tender Administrator will maintain a list of related bodies that are subject to the Mandatory Tenders Law, 5752-1992 (such as government companies, statutory corporations, etc.) that will be considered clients in this Tender. The Tender Administrator will announce the list to the winner and may remove or add related bodies to and from this list.
The decision on whether a particular entity is included in the government digital marketplace or in a specific digital marketplace is at the sole discretion of the Tender Administrator.
The Ministry of Defense and the IDF, when purchasing services from Cloud Providers, will be allowed, by advance notice, to establish, based on this Tender, a specific digital marketplace, which will be managed in accordance with the rules of the Tender.
Consideration
The consideration to the Provider will be paid by each Client, according to the consumption of services and the rules of the Tender.
The service will be ordered from and the consideration will be paid to the legal entity with which the cloud service agreement was signed (seller of record):
0.1.1.30. AWS EMEA SARL
0.1.1.31. Google LLC
Once the vendor services have been approved for the government digital market on the AWS platform, the vendor must be a registered vendor of AWS EMEA SARL, within 12 months from the date of the announcement of the win.
The payment will be made using the Cloud Providers billing mechanism and it will be made in NIS or in US dollars, according to the conversion rate at the time in which the invoice is issued, and according to the rules of payment that the Tender Administrator will publish.
The date of payment by the Client for a bill that it has confirmed will be no later than 45 days from the time at which the bill was issued to the Client. If the Client refused to pay an invoice or any part thereof for any reason, the Client will explain its decision to do so.
The cost of the services to the Clients may not exceed the cost of the service as specified in the Cloud Provider's catalog of services less the discount offered by the Provider in the Tender. Consideration that is paid to the Provider will be final and no additional amount will be paid to the Provider for the service required of it hereunder. This means that the Provider will not be paid for reimbursement of expenses, payment to subcontractors or payments to third parties, commissions, special subscriptions whose price is not included in the service price, training its people (including third parties), security clearance for them or any other expense unless otherwise specifically stated in the tender documents, and with the written approval of the Tender Administrator.
[bookmark: _Ref114523893]Suspension of a service
0.1.1.32. In the event that a Client has not made a payment according to the provisions of this Agreement, or breached a term specified above in the section‎3.11.2, the Provider will act as follows:
0.1.1.32.1. The Provider will notify the Tender Administrator of any failure to pay consideration that entails, under its procedures, a freezing or termination of a service or account.
0.1.1.32.2. The Provider is not allowed to delete any information as a result of a failure to pay consideration unless it has received written permission to do so from the Tender Administrator.
0.1.1.32.3. Information that should have been deleted under the Provider’s public policy will not be deleted, and the Tender Administrator will be updated on the exact details of the stored systems, the Client’s details and any other relevant detail that can assist the Tender Administrator in determining the nature and sensitivity of the information. The bill for the costs of storing the information, in the cheapest way available in the government marketplace, as stated, will be sent for payment by the Tender Administrator.
0.1.1.32.4. Without detracting from the foregoing, if under the Provider’s rules, the process of dealing with a case of failure to pay consideration by Enterprise customers there are arrangements that benefit the customer relative to the procedure above, the beneficial arrangements will apply.
[bookmark: _Ref106207035]Rules of conduct in the Governmental digital marketplace
The conduct of the Clients in the digital marketplace shall be in accordance with the procurement policy of the Tender Administrator, which will be updated from time to time, the provisions of the applicable law and the government procurement rules, including the implementation of the multi-cloud concept.
The Tender Administrator will be allowed to provide instructions to the Clients on the manner of selecting services in the digital marketplace, including competitive proceedings and the like. These instructions will be updated from time to time. The instructions may include attention to the score given for the service evaluation, as set forth in Section 1.3.2 שגיאה! מקור ההפניה לא נמצא. above, which will continue to affect the manner of consumption of the service under the digital marketplace, subject to directions established by the Tender Administrator.
In the following cases, the Tender Administrator may block a service from some or all of the various digital marketplaces, and it may block additional services of the service provider, categorically or only for new orders, subject to advance notification to the provider, except in exceptional circumstances where this is not possible due to the need to block the service immediately, at the sole discretion of the Tender Administrator:
0.1.1.33. If it is found that the price of the service is expensive, in the Tender Administrator's opinion, relative to the competition or relative to the prices of a service that is provided in another engagement of a public body.
0.1.1.34. Upon breach of the information or cyber protection rules.
0.1.1.35. In the case of the Provider not updating or promoting the service or its security as required in the opinion of the Tender Administrator.
0.1.1.36. [bookmark: _Ref159853097]In case the Provider offered or sold under this Tender services not in accordance with the Tender rules, including services for installation not on platforms of the Cloud Providers, as stated in section ‎3.6.6 above.
The Tender Administrator may restrict or block a service in the Government Digital Marketplace, in the absence of sufficient competition with the service that is offered in the Government Digital Marketplace.
[bookmark: _Ref114522760]If the Tender Administrator or a Client has conducted a Tender or other central engagement (hereinafter: “Other Engagement”) for the provision of services for the Clients, the services will be provided by the Providers selected in the Other Engagement rather than through this Tender, and the Tender Administrator may stop or restrict the sale of these services of a certain type or services in the relevant categories in the digital marketplace.
For services provided on the public cloud platform of the Providers winning the cloud tender but having unique characteristics, as determined by the Tender Administrator, the Tender Administrator will be allowed to publish lists of specific requirements and such services will be required to meet these requirements as a condition to continuing the activity in the digital marketplace. In such a case, the provisions of Section 3.15.12 will apply.
The Tender Administrator may perform a central competitive proceeding between services included in the digital or governmental market or services offered to be included in the governmental digital marketplace for the purpose of selecting a central governmental service – a service that will be available for use by all purchasing Clients through the same digital marketplace, in accordance with rules that will be established by the Tender Administrator.  It should be clarified that client groups using a particular specific digital marketplace may continue to choose among all the services available in that digital marketplace in accordance with the rules of the Tender. 
The Tender Administrator may, for evaluating the information security and cyber protection of the services, demand that the Provider update details and provide additional information in relation to the information provided within its answer to the Tender (not more than twice per calendar year), in accordance with directions that the Tender Administrator will prescribe.
[bookmark: _Ref118825595][bookmark: _Ref106207174]The Tender Administrator may, in a manner corresponding to the needs of the Clients', and in order to include the service in the Digital Marketplace, require the provider to change the service listing (Private Offer, designated listing, etc.). The provider will complete the required changes within 90 days, or a longer timeframe, as will be determined by the Tender Administrator, from the Tender Administrator requirement or from the date the needed capability is available on the Cloud Provider systems, the latest of the two options.
The Provider will notify the Tender Administrator prior to making any change in the service price list, and no later than two working days after any such change is made. Without detracting from the above, a Provider that provided a Manufacturer's price list that is valid in the Overseas Region will be required to provide, at the time of such update, an up-to-date price list of the Manufacturer signed by an official representative of the Manufacturer in the overseas region. In such a case, the new prices will come into effect only after the Manufacturer's pricelist has been provided as required by the Tender Administrator. For the avoidance of doubt, the price of the service, including any price update, will be considered taking into account the provisions of section 3.15.3 above.
The Tender Administrator will be allowed to update the requirements of the Agreement and the information processing and cyber protection appendices specified in this agreement. If the Tender Administrator makes such a change, the following conditions will apply:
0.1.1.37. The changes will only apply to orders that will be sent after those changes take effect.
0.1.1.38. The Tender Administrator will publish the expected changes or will send them to the Provider at least 30 calendar days before they take effect.
0.1.1.39. The Provider will be allowed to send its response to the changes to the Tender Administrator within 21 calendar days.
0.1.1.40. Providers that choose not to implement the required changes may continue to deliver the orders that have been placed until the changes take effect but will not be able to receive new orders or expand their activity under existing orders, except with prior written approval from the Tender Administrator. If at a later stage, the Provider will implement the required changes, the Tender Administrator may cancel the restrictions determined therefor, in whole or in part, in accordance with the sole discretion thereof.
[bookmark: _Ref114523150]Private Offer
0.1.1.41. As part of the sale of services in the digital marketplace, the Provider may submit a private offer in the following cases only:
0.1.1.41.1. [bookmark: _Ref114524723]For a service offered as part of the tender, and when the Provider intends to offer a higher discount percentage than the one offered as part of the tender.
0.1.1.41.2. [bookmark: _Ref114524755]For deployment and integration services accompanying the service provided as part of the tender, subject to the rules specified in section ‎3.7 above.
0.1.1.41.3. In accordance with the Tender Administrator instructions as set forth in section ‎3.15.9.
0.1.1.42. A private offer that includes an additional discount for the service in accordance with section ‎3.15.12.1.1, must be submitted separately from a private offer for deployment and integration services in accordance with section ‎3.15.12.1.2, such that in the relevant case the Provider will submit two private offers, one with an additional discount for the service and the second with an offer for the deployment and integration services.
0.1.1.43. The Tender Administrator may publish additional rules for submitting a private offer as part of the tender.
The Tender Administrator’s cyber protection policy
Based on the services and risks involved in using the cloud infrastructures, the Tender Administrator will set a security policy for working in the cloud. This policy will be updated from time to time as the situation dictates. If possible, the Tender Administrator will share with the Providers the relevant parts of this policy, prior to it becoming effective.
The security policy will constitute the manner in which the Agreement is implemented by the Clients and the type of services purchased by them. As such, the Tender Administrator will be allowed to classify services according to their matching the information security and cyber protection level required by the Tender Administrator and Clients and to establish rules for purchasing according to the said classification. In such a case, the Tender Administrator will inform the Provider of the classification of the services it is offering and will inform Clients of the procurement rules in relation to the various services.
The Tender Administrator’s cyber policy can take into account procurement diversity involving different providers, including maximizing benefits of implementation in a multi-cloud configuration and cases where there is a preference for consuming services from an overseas region or from another region (other than the Israeli region or overseas region).
[bookmark: _Ref106206955]Mechanism for adding or changing services
Without derogating from the Provider’s obligations under this agreement, and at most once a year, and if the Provider has made a change in an offered service in a manner that affects its Tender bid (in this respect, a situation in which due to the change it is necessary to update the answer to Appendices 3 or 4 will be considered as affecting a Tender bid), it will announce this to the Tender Administrator and submit the updated appendices. The Tender Administrator may demand that the Provider receive all information and relevant details about the change as a condition to the service continuing to be available in the digital marketplace.
If the Provider is interested in adding another service to the digital marketplace in categories which have already been opened for submission, besides the services offered by it under the Tender, the service will be added in accordance with the following conditions:
0.1.1.44. If the answer to Appendix 4, as submitted for the service that already exists in the digital marketplace, corresponds with the properties of the new service for the tender, it will contact the Tender Administrator in writing and declare this to it. In addition, the Provider will submit Appendices 3, 5 and 6 for the service and will complete any additional detail that is required, all in accordance with the Tender Administrator's instructions.
0.1.1.45. If the answer to Appendix 4, as submitted for the service that already exists in the digital marketplace, does not correspond with the properties of the new service for the tender, it will contact the Tender Administrator in writing, resubmitting Appendix 4 for the new service in the process. In addition, the Provider will submit Appendices 3, 5 and 6 for the service and will complete any additional detail that is required, all in accordance with the Tender Administrator's instructions.
0.1.1.46. In both these cases, the Tender Administrator may approve the addition of the service to the digital marketplace, perform a detailed check of the service being offered, demand additional clarifications or supplementations from the Provider, or reject the request and instruct the Provider to submit the service within a future submission deadline of the Tender.
If the Manufacturer is interested in replacing the Provider through which the service is provided to Clients in the framework of this Tender, or to provide the service on its own, it will be required to act as set forth below:
0.1.1.47. The service will be provided at the same or better terms than those at which it was provided prior to the change.
0.1.1.48. The Manufacturer should notify the Tender Administrator in writing, reasoning his request.
0.1.1.49. The new Provider must approach the Tender Administrator directly for the purpose of signing the Service Agreement and completing any other particular or document required by the Tender Administrator for this purpose.
0.1.1.50. Approval as above will be granted by the Tender Administrator at its sole discretion.
Specific digital marketplace
The Tender Administrator will be allowed to establish specific digital marketplaces for a Client or a group of Clients, based on the needs, the information security and cyber protection requirements of those Clients. 
The Tender Administrator and the relevant Clients will be allowed to establish specific rules of conduct under these digital marketplaces.
Changes in the requirements of the Provider given the scope of the engagement
If the scope of orders of a service or group of services in a calendar year provided by the same Provider exceeds 1 million U.S. dollars, the Tender Administrator will be allowed to demand for the service / services specific adjustments, such as: increasing the discount rate, updating the information processing and cyber protection requirements, change in work processes and support for users, appointment of an engagement manager who will be the contact person for the Tender Administrator’s representative for any matter related to managing the engagement, appointing a representative for finances and billing inquiries and an information and cyber protection officer, according to the requirements that the Tender Administrator will set In addition, to increase its discounts as stated in the price proposal appendix (Appendix 5, Booklet 2).
If the sum of orders from a service or group of services in a calendar year provided by the same Provider exceeds US$ 5 million, or if the Tender Administrator chooses the service as a Government wide service, the Tender Administrator will be entitled, within the timetable to be determined, subject to the terms of section ‎3.19.4, to require that the Provider act as follows:
0.1.1.51. Provide the services under this Tender, insofar as it is not doing so, through a corporation in Israel established in accordance with Israeli law, which is registered in the relevant registry in the State of Israel (hereinafter: the “Israeli Operator”), with the Provider having 100% ownership and control of the Israeli Operator.
0.1.1.52. to increase its discounts as stated in the price proposal appendix (Appendix 5, Booklet 2)
0.1.1.53. Providing a performance guarantee:
0.1.1.53.1. To secure meeting of the Provider’s obligations under this Tender, it is to provide an autonomous, unconditional performance guarantee, linked to the consumer price index (the base index being the index known on the day of notifying the Provider of the requirement to provide a guarantee), to the order of the Tender Administrator, in accordance with the wording stipulated in the Takam Document (Government regulation paper) 7.3.3 – Guarantees (hereinafter: "Guarantees regulation"), in a volume of not more than 5% of the volume of actual consumption from the Provider by all Clients in the previous calendar year.
0.1.1.53.2. The guarantee will be from one of the following entities:
0.1.1.53.2.1. A bank guarantee from a bank in Israel, which is a banking corporation that has received a bank license pursuant to Section 4(A) (1)(A) of the Banking Law (Licensing), 5741-1981. Alternatively, a guarantee can be submitted from an overseas bank that meets the requirements stated in the Guarantees regulation;
0.1.1.53.2.2. A guarantee from an insurance company in Israel or overseas in accordance with the procedures and criteria set forth in the Guarantees regulation.
0.1.1.53.3. For the removal of doubt, the bidder must stay up to date on the directives of the said instruction, before submitting the required guarantee.
0.1.1.53.4. The guarantee will be valid for up to 90 days after the end of the engagement period. If the Tender Administrator exercises the option to extend the engagement period or announces a transition period, the Provider will correspondingly extend the validity of the guarantee by 90 days after the end of the relevant period. Following the expiration date of the validity of the Guarantee, the Tender Administrator will return the Guarantee to the Provider.
0.1.1.53.5. The Tender Administrator is allowed to demand that the guarantee be extended for another three months, in addition to the foregoing, in the event that this will be necessary in order to ensure meeting of the Provider’s obligations.
0.1.1.53.6. [bookmark: _Hlk114526106]If the Provider does not extend the validity of the guarantee in accordance with the provisions of the Agreement, the Tender Administrator will be allowed to forfeit the guarantee in part or in full, at its sole discretion.
0.1.1.53.7. During the engagement period, the Tender Administrator is allowed, at its sole discretion and at the most once a year, to increase the amount of the performance guarantee in relation to the scope of the engagement, and in accordance with the Tender Administrator’s risk management. In any case, the guarantee rate will not exceed 10% of the annual engagement volume of all Clients from the Provider, in the previous calendar year.
0.1.1.53.8. If the guarantee has been forfeited in part or in full during the engagement period, the Provider will be required to renew the guarantee, and provide a guarantee to the amount set forth above, as a condition for continuing the engagement.
0.1.1.54. Appointment of representatives on behalf of the Manufacturer in the State of Israel, including the engagement manager on behalf of the Manufacturer and an information and cyber protection officer. The Tender Administrator may demand from the Provider that these representatives be eligible for Level 2 Israeli security clearance.
0.1.1.55. Demand the expansion of the Manufacturer's SOC activity hours, as set forth in Section 2.11.19.1 to 7 days a week, 24 hours a day and running of tools for continuous attack surface management as set forth in Section 2.11.19.5.
0.1.1.56. Require an increase in the discount rate, update the information processing and cyber protection requirements, change of work processes and support of users.
When requiring such changes, the rules set forth in Section ‎3.15.9 above will apply to all services of the Provider.
[bookmark: _Ref114525673]Without derogating from the foregoing, the Provider will be given a 6-month grace period for complying with the requirements set forth above.


Part D – general conditions
[bookmark: _Toc57230441][bookmark: _Toc48749876]Absence of conflict of interest
The Provider undertakes to make every reasonable effort to ensure that the execution of the Agreement does not form any conflict of interest, whether direct or indirect, between it and the Tender Administrator or the Clients.
In the event that there is a concern that the Provider, any employee or another party acting on its behalf may be, directly or indirectly, in a situation of conflict of interest in relation to the provision of services to Clients, the Provider will notify the Client of this without delay and will act immediately to remove the said conflict of interest. In addition, in such a case, the Client will inform the Provider of additional or special measures required of it for the purpose of removing the conflict of interest, which the Provider will carry out as required and as soon as possible. 
[bookmark: _Toc57230442][bookmark: _Toc48749877]Confidentiality of the engagement
The Provider warrants that it and its representative will keep the information that they have received during the performance of their obligations under the Agreement and the Tender in complete confidentiality, during and after the engagement period, and will not use it except for performing their obligations under the Tender and Agreement. Notwithstanding the foregoing, the Provider is entitled to contact the Client or the Tender Administrator in order to allow the disclosure of certain information to any party. The Client or the Tender Administrator will discuss the request and be entitled to accept it, in accordance with their sole discretion, as long as there is no concern that the disclosure of the information will harm the interests of the Clients.
The Provider will not be permitted to announce to any third party which of the services, tools and resources the Clients are using, and what adjustments and uses they are making with these tools, for any reason, including for marketing purposes, without obtaining the advance written permission of the Tender Administrator. 
If security clearance classification is required for the purpose of transferring information in relation to the engagement to the Provider, the Provider will provide representatives on its behalf with the required clearance and will ensure that such information is kept only by the holders of the appropriate clearance.  If the Provider does not provide representatives with the said clearance, such information will not be transferred to the Provider and the Tender Administrator may restrict the use of the Provider’s services accordingly. 
The Provider’s commitment to maintain the confidentiality of the engagement details will be valid for 7 years beginning on the date of termination of the engagement, unless written permission has been obtained from the Tender Administrator to shorten this period. The statements in this section will not derogate from any duty of secrecy or confidentiality applying to certain information pursuant to relevant statutory provisions.
Without derogating from the foregoing, the Provider is responsible for verifying and ensuring using all means at its disposal that officials working for the Provider and its subcontractors that in the course of their work are exposed to Clients’ information (including within the provision of support services, expert services, security incident assistance services, etc.) will keep information disclosed to them completely confidential and will not disclose any information to which they have been exposed to any party.
Revealing or disclosing information as stated in this section, whether by act or omission, other than in accordance with the express prior written consent of the Tender Administrator, constitutes a breach of the Provider’s duty of confidentiality, and may constitute a criminal offense under Israeli law, and in particular Section 118 of the Penal Law 5737- 1977, as well as under any other relevant legislation, according to the type of information that will be disclosed (for example: private information, information that is subject to confidentiality under Israeli law, etc.).
Subject to the provisions of the law, the Tender Administrator undertakes to keep the information of the Provider which was received thereby during the agreement in strict confidence. Without detracting from the aforesaid, the parties agree that for the purpose of properly managing the agreement, the Tender Administrator shall be entitled to disclose information regarding the agreement to the Clients or other relevant parties, to the extent and in the required format, including details of the agreement, details of the pricing and any additional relevant details.
[bookmark: _Toc57230443][bookmark: _Toc48749878]Intellectual property and copyright
[bookmark: _Ref465261010][bookmark: _Ref395718231][bookmark: _Ref45546157]To the best of the Provider’s knowledge, it owns the rights required in order to provide of the services and their use by the Clients (hereinafter: the “Intellectual Property Rights”). If the Provider does not own the full Intellectual Property Rights, it declares that the owners of the Intellectual Property Rights have given it all the approvals, use authorizations and licenses required under any law for provision of the services and their use by the Clients, in accordance with the terms of this agreement.
The Provider grants the Clients a nonexclusive license to use the services offered by the Provider, as part of the consideration to be paid to the Provider and without any additional consideration. The Provider will not oblige the Clients to purchase licenses for the use of the services and will not subject the use of a service to obtaining a license or purchasing another service, beyond the stipulations set forth in the services catalog (marketplace).  It should be clarified that if subscriptions in excess of those provided by the Provider need to be purchased (such as in the case of bring your own license type services or machine images), the Client is allowed to demand the subscription, in any way that it chooses, and not necessarily through this Tender, for which matter the Provider will have no argument.
Without derogating from the Provider’s rights regarding the tools and services offered in the digital marketplace, any product developed by the Clients or for the Clients (including services, systems, applications, products, etc., including intermediate versions), by themselves or through their subcontractor, on top of the Provider’s service or using tools and services of the Provider, will be fully and exclusively owned by the Client and the Provider will not have any proprietary thereto. This is true regarding both the financial right and the moral right.
Intellectual property infringement
0.1.1.57. If it has been determined in a final court decision of the competent court that the service offered by the Provider in the Government Digital Marketplace infringes the intellectual property rights of any third party, the Provider will act in accordance with the following:
0.1.1.57.1. The Provider will inform the Tender Administrator and the Clients as soon as possible of this occurrence.
0.1.1.57.2. The Provider will make every reasonable effort to make available to the Clients, without additional cost, component or service, whose use does not cause infringement of intellectual property rights, the properties of the substitute component or service not falling short of those of the infringing component or service. The Provider will inform Clients of the reason for substituting the service or component.
0.1.1.57.3. The Provider will stop providing the infringing service.
0.1.1.57.4. If any damage is caused to the Client, the Client will be indemnified subject to the provisions of section ‎3.22.6.
[bookmark: _Ref106207380]Infringement claim
0.1.1.58. If it is claimed in a legal procedure that the use of the services by the Clients infringes the intellectual property rights of any third party (hereinafter: "Claim of Infringement"), the parties shall act in accordance with the following:
0.1.1.58.1. If the Client or the Tender Administrator are not a party to the proceedings, the Provider will inform the Tender Administrator and the Clients parties of such as soon as possible.
0.1.1.58.2. If the Provider is not a party to the proceedings, the Client will act to add the Provider as soon as possible as a party to the proceedings, in order to enable the Provider to provide a defense. In the aforesaid case, the Tender Administrator is entitled to request that the Provider will replace the Client for the purpose of conducting the procedure.
0.1.1.58.3. In the event that the Client chooses to represent itself in the aforesaid proceeding, the Client will refrain from admitting the claims of the lawsuit, without the prior written consent of the Provider.
0.1.1.58.4. If any damage is caused to the Client, the Client will be indemnified subject to the provisions of section‎3.22.6.
[bookmark: _Ref114526933]Indemnity for intellectual property infringement
0.1.1.59. Without derogating from the foregoing, the Provider will indemnify the Client, immediately upon its first demand, for any damage, loss, cost, payment or expense, of any kind and type, sustained by to the Client, according to a final court decision of a competent judicial instance, whose execution has not been delayed, in connection with the infringement of intellectual property by the Provider. In this regard, damage will be considered, among other things, as expenses imposed on the Client as a result of a final court decision, costs of proceedings or attorney's fees that were imposed on the Client in connection with the claim of infringement. In such a case, the limitation of liability specified in section ‎3.26.5 will not apply. Notwithstanding the foregoing in this section, the aforesaid duty of indemnification of the Provider will not apply in cases in which the judgment determined that:
0.1.1.59.1. The Infringement (if  it was determined that there is such) stems from a use made by the Client in contravention of the provisions of this Agreement, when the action that was a breach of the Agreement is what actually caused the infringement of the Intellectual Property Rights.
0.1.1.59.2. The infringement is not due to the Client’s use of the Client’s services per se, but that the infringement is a combination of that same service with a product or service provided by a party extrinsic to this agreement, or if developed by the Client itself.
[bookmark: _Ref468293850][bookmark: _Toc57230444][bookmark: _Toc48749879]Relations between the parties
It is hereby declared and agreed between the parties that: 
This Agreement does not form between the parties to the Agreement any employer-employee relations. The Tender Administrator and the Clients are not the employer of the Provider, any of its employees or the employees of its subcontractors.
The Provider will be solely responsible for any payment, indemnification for damages, compensation or any other payment due therefrom under any law to the persons employed by it, or to any other person. 
The Tender Administrator and the Clients will not pay any payment for national insurance or other social benefits for persons employed by the Provider or its subcontractors. 
If notwithstanding the foregoing, a competent judicial or administrative instance has ruled in a final court decision whose execution has not been delayed that the Client bears direct responsibility towards the Provider, its employees or subcontractors, arising from recognition of employer-employee relations between the Client and the Provider or any agent thereof, the Provider will indemnify the Client for any it is charged that exceeds the consideration owed to it hereunder. This includes the Provider bearing court expenses and attorney fees borne by the Client. 
In the event of a claim being filed as set forth in this section against the Tender Administrator or the Client, the Client will notify the Provider of the existence of the claim as soon as possible after receiving it and will allow the Provider to defend itself. If the Tender Administrator or Client intends to compromise with the plaintiff, a notice of this will be given to the Provider in advance.
Subcontractors 
The Provider will be allowed to employ subcontractors to provide the services subject to the statements in the tender documents. In the aforesaid case, the subcontractors will act in accordance with all the relevant obligations applicable to the Provider.
The overall responsibility for provision of the services and compliance with all of the conditions of the Tender will be assumed by the Provider, and all engagements of parties of the Client in relation to works will be done with the Provider only.
[bookmark: _Toc48749881][bookmark: _Toc57230446]In any case of the Provider employing a specific subcontractor for providing services to Clients according to the provisions of the Tender and for this purpose only, the Tender Administrator will be allowed to demand that the Provider change this subcontractor if it believes that it is not performing its duties as required. 30 days prior to demanding the replacement of the subcontractor, the Tender Administrator will forward an explanatory notice of intent to demand such replacement.
Payment rules
The payment rules set forth below are subject to the instructions of the Accountant General in the Ministry of Finance as published from time to time.
In order to receive payment, the Provider will submit, through the Cloud Providers’ billing and payments system, for each Client, a monthly bill detailing the payments due to it in accordance with the Agreement and the Tender and the rules of the digital marketplace (hereinafter: “Bill”). A Bill is not to be submitted to Clients in any other way.
The Tender Administrator will be allowed to instruct the Providers in relation to information that is to be specified in the Bill.
If the invoice is subject to statutory VAT, the Bill must include, among other things, the amount to be paid before value added tax (hereinafter: “VAT”), and the total amount to be paid including VAT. 
In the event that there are changes in taxes or duties applying to the Provider in relation to the price of the services or goods, and if these changes are not in the VAT rate, these changes will not affect the amount of consideration, except according and subject to receiving prior written approval from the Client, at its sole discretion. 
The date of payment for a Bill approved by the Client will be no later than 45 days from the date that Bill was issued to the Client.
[bookmark: _Toc57230448][bookmark: _Toc48749883][bookmark: _Ref48549808]Liability for damage
The Provider will be liable for any damage or loss of any kind incurred by the Client, its employees or any agent on its behalf as well as any entity, person or any third parties, due to an act or omission of the Provider, its employees, agents, subcontractors or anyone acting on its behalf or in its place, as part of the implementation of this Agreement, up to the liability limit specified in section ‎3.26.5. 
The Client, its agents and employees will not be held liable will not bear any payment, expense, loss or damage, owing to any loss or damage of any kind incurred by the Provider, its agents or employees. The foregoing will not apply to damage caused by malice or gross negligence for which the responsibility is assumed the Client by law.
The conclusion of this Agreement will not derogate from the Provider’s liability for damage for which the cause of action arises from this Agreement or from the provision of the Services hereunder or that is related thereto.
The Provider undertakes to pay and indemnify the Client in full, insofar as the Client is compelled by a final court decision of a competent judicial instance, whose execution has not been delayed, to pay any amount for a charge that is payable hereunder by the Provider, whether arising from a claim by an employee of the Provider or any agent thereof (including subcontractors) or an employee of the Client or a third party or of an insurer or from any other source, up to the liability limit specified in section ‎3.26.5. 
[bookmark: _Ref48559056][bookmark: _Ref106207331]Unless specifically written otherwise as part of this agreement, the limit of the Provider’s liability for compensation or indemnification of the Client for any damage event will not exceed the amount of the damage caused or the indemnification required, up to twice the volume of the actual consumption of services from the Provider by all Clients in the 12 months preceding the damage event, whichever the lower, plus all expenses of the Client, including legal expenses and attorney fees that it has had in relation to a claim for the foregoing, plus linkage differentials and statutory interest. Such limitation of liability will not apply to damage caused by a malicious act or omission by the Provider, its employees or subcontractors or anyone acting on its behalf.
The Client will notify the Provider of any claim or demand under this section as soon as possible after receiving it and will allow the Provider to defend itself against it. In such a case, the Client will not agree to arguments raised or made against the Provider, for which the liability under this Agreement is assumed by the Provider, without the prior written consent of the Provider, and will notify the Provider in advance of its intention to compromise with the plaintiff. 
[bookmark: _Toc57230449][bookmark: _Toc48749884]Insurance
[bookmark: _Ref48548753][bookmark: _Ref106207459]The Provider undertakes to arrange and maintain appropriate insurances for the services it provides to the Clients, as is customary in its field of activity (for example: professional liability insurance combined professional / product liability insurance, cyber insurance or other insurance, as the case may be) within reasonable liability limits depending on the nature and scope of the services provided by it through this contract, and shall cover the services provided through this contract. If the Provider employs subcontractors, it must demand that they execute insurances for covering their direct liability, as required in this section, or to make sure that its insurances include coverage for their activity and direct responsibility.
The Provider undertakes to comply with the terms of the insurance policies made by it, to pay the insurance premiums in full and on time, to verify and ensure that its insurance will be renewed from time to time as necessary, and will be valid throughout the service provision period, as long as it has responsibility. For the removal of doubt, it is clarified that the deductible payment in any insurance case will be borne by the Provider only. 
If the Provider reaches an annual purchase sum of US$ 1 million from the Clients according to the Tender, The Provider will ensure that in all its insurances covering the services that are the subject of the agreement, "The State of Israel and the Tender Clients" will be added as an additional insuree, subject to the expansion of the indemnity, as is customary in that type of insurance. 
If the Provider reaches an annual purchase sum of US$ 1 million from the Clients according to the Tender, The Provider will ensure that all its insurances applying to the services that are the object of the engagement will include a clause of waiver of right of subrogation towards the Client and its employees (such a waiver will not apply to malicious damage). In addition, the Provider will make sure that all of its relevant insurances include a cross-liability clause and initial clauses in any other policy as required in this section. In addition, the insurance will include a clause whereby the law, jurisdiction and territorial borders also include the State of Israel.
The Tender Administrator reserves the right to obtain from the Provider a certificate of maintaining insurance policies, upon demand.
[bookmark: _Toc57230451][bookmark: _Toc48749886]Assignment of rights or obligations by agreement
[bookmark: _Ref114528586]The Provider is strictly prohibited from assigning or endorsing any right or obligation under this Agreement or the performance of the actions stated herein, in part or in full, to other parties, without the prior written approval of the Tender Administrator, at its sole discretion. Assignment of rights or obligations under this section will be made subject to the signing of a “back-to-back” agreement between the assigner and the assignee. The said agreement will be sent to the Tender Administrator before and as a condition to the assignment of rights or obligations taking effect.
Notwithstanding the provisions of section ‎3.28.1, the assignment of rights between companies that are fully owned by the Provider or the parent company of the Provider directly or under a chain of companies does not require the prior consent of the Tender Administrator, provided that such an assignment does not contradict the provisions of the Agreement or impact the Clients, or the service provided under this Agreement. 
[bookmark: _Toc57230452][bookmark: _Toc48749887]Termination of the engagement
If part or all of the engagement with the Provider has been terminated or canceled, for any reason, the following rules will apply:
0.1.1.60.  The Clients and the Tender Administrator may engage in an agreement with another provider on the subject of the Tender. 
0.1.1.61. The said termination of the engagement will not cancel orders already received by the Provider.
0.1.1.62. Services that have already been purchased in accordance with the provisions of the Agreement will continue to be run according to the terms prescribed herein, in accordance with the terms of the agreement.
0.1.1.63. Without derogating from any other provision herein, the Provider will cooperate with the Client in the transfer of content data and products of the Clients that are in its services to the Client, and in any case will not restrict or prevent the transfer of information or configurations from its systems, in any form or manner, except in the case of damage to the intellectual property of the Provider.
0.1.1.64. After completing the transfer of the information to the Client, the Provider will delete all content data or processing data of the Client that are in its systems, in such a manner as to prevent restoration.
Without detracting from the entirety of the provisions of the agreement, the Tender Administrator may terminate the engagement with the Provider, subject to the provisions of section ‎3.30.2, upon the occurrence of any of the following cases:
0.1.1.65. If a pre-liquidator, temporary liquidator or permanent liquidator is appointed for the Provider; 
0.1.1.66. If a temporary or permanent receiver for the business affairs or property of the Provider is appointed; 
0.1.1.67. If the Provider has been issued an order to instigate proceedings under the Insolvency and Economic Rehabilitation Law, 5768-2018, or an order with a similar significance in another country; 
0.1.1.68. If the Provider has become bankrupt, or has withdrawn from the execution of the Agreement for any other reason;
0.1.1.69. The Provider must immediately notify the Tender Administrator of the occurrence of one of the cases stated in this section.
In any case in which the engagement with the Provider has been terminated or canceled, the Clients will pay the Provider the consideration for the services that have been purchased and actually provided by the Provider in accordance with the provisions of the Agreement, until the date of termination of the engagement.
[bookmark: _Toc57230453][bookmark: _Toc48749888]Breach of the Agreement
[bookmark: _Ref383953134]Fundamental breach of the Agreement – 
0.1.1.70. The following will be considered as a fundamental breach of the Agreement (hereinafter: “fundamental breach”):
0.1.1.70.1. A critical security incident at the Provider’s premises, with a direct impact on the Clients or on essential services provided by them.
0.1.1.70.2. An offer of services not in accordance with the Tender rules as provided in section‎3.15.3.4.
0.1.1.70.3. Change of prices relative to those set forth in the Tender and in the bid submitted by the Provider.
0.1.1.70.4. Behavior in bad faith, trickery or dishonesty by the Provider, including providing misleading or inaccurate information.
0.1.1.70.5. If the Provider has withdrawn from performing the Agreement.
3.30.1.2 If the Provider has committed a fundamental breach of the Agreement, the Tender Administrator will act as follows:
3.30.1.2.1 [bookmark: _Ref159853146]The Tender Administrator will allow the Provider to rectify the defect, within 10 working days of receiving a written notice from the Tender Administrator, or within a longer time as prescribed by the Tender Administrator depending on the circumstances of the case. In any case in which the breach has not been rectified within the time limit prescribed to that end, the Tender Administrator will be allowed to notify the Provider with 21 days’ prior notice of the termination of the engagement.
3.30.1.2.2 If the Provider commits a fundamental breach that was not rectified as provided in section ‎3.30.1.2.1, it will pay agreed compensation of up to NIS 100,000 or 10% of the amount of the Provider's sales under this engagement during the 12 months prior to the commission of the fundamental breach, whichever is lower, and all in accordance with the Tender Administrator's decision.
3.30.1.2.3 If, as a result of the fundamental breach, the Clients or the Tender Administrator are likely to sustain damage immediately, the Tender Administrator may, at its sole discretion, immediately terminate the engagement with the Provider or any part thereof without prior notice, without derogating from the Tender Administrator’s right to forfeiture the performance guarantee, and any other relief or Compensation as stated in the Tender, in the Agreement or under any statute.
3.30.2 [bookmark: _Ref114528842]Non-fundamental breach of Agreement –
3.30.2.1 Cancellation of the Agreement due to a breach or expected breach:
3.30.2.1.1 Without derogating from the foregoing, in any case of failure of the Provider to meet its obligations under the Tender and the Agreement, for any reason, the Provider will be allowed to rectify the defect within 25 working days of receiving written notice from the Tender Administrator, or within a longer period that the Tender Administrator will prescribed given the circumstances at hand.
3.30.2.1.2 In any case in which the breach has not been rectified within the time prescribed for doing so, the Tender Administrator will be allowed to notify the Provider by 180 days’ advance notice of the termination of the engagement owing to breach of the Agreement.
3.30.2.1.3 If the Provider has learned of a likely possibility that it will not be able to meet some or all of its obligations for any reason (in this section – “expected breach”), or that it will not be able to meet the deadlines and conditions of the service, it will immediately notify the Tender Administrator of this orally and by email.
3.30.2.1.4 In any case of an expected breach of the Agreement, the Provider will bring its plan to meet its obligations hereunder in the best possible way under the given circumstances to the Tender Administrator for approval. If the Provider acts in the manner approved by the Tender Administrator, the forms of relief set forth in this Agreement for breach hereof will not be applied against it.
3.30.2.2 Hearing before cancellation of Agreement owing to breach
3.30.2.2.1 Without derogating from the foregoing, in any case in which the Tender Administrator intends to order the cancellation of the Agreement owing to any of the causes for cancellation set forth above, except for immediate cancellation as a result of a fundamental breach or concern of immediate damage, the Tender Administrator will subject the Provider to a hearing, which will be held in writing or orally, according to the Tender Administrator’s decision, in which the Provider may state its arguments.  
Remedies for breach of agreement
In any case of breach of agreement, each of the following remedies will be available to the Tender Administrator, jointly and severally: 
Deduction and lien –
0.1.1.71.  The Tender Administrator and the Clients will have the right to deduct from amounts they owe to the Provider under the Agreement against any debt that the Provider owes to one of them hereunder, whether fixed or not, including between orders. The Tender Administrator and the Clients will also be allowed to withhold from the Tender Administrator any amount they owe to the Provider, until any debt that the Provider owes any of them is repaid.
0.1.1.72. The Provider will not have any right of deduction or lien against the Tender Administrator or any Client in respect of any amount that it argues any of them owes it.
Forfeiture of performance guarantee –
0.1.1.73. If the Provider has provided a performance guarantee, the Tender Administrator will have the right, in accordance with the provisions of the Agreement and subject to giving a notice as set forth below, to forfeiture the performance guarantee that the Provider has provided.
0.1.1.74. The Provider will be notified in writing 7 calendar days in advance, at least, before the Tender Administrator applies the relief available to it under this section.
[bookmark: _Toc57230454][bookmark: _Toc48749889]Prevention of adding services
0.1.1.75. 	If a bidder repeatedly violates the terms of the tender or the agreement, the Tender Administrator will be authorized to prevent them from adding further services to the governmental digital marketplace.
Penalty/Removal from the Services List
0.1.1.76. If the bidder breaches the agreement 3 times (for the purpose of this paragraph, "breach" will include, but not be limited to: a service found without active registration in the Cloud Provider's Marketplace; a service whose details have changed (service name, bidder/manufacturer identity, etc.) without notifying the Tender Administrator), Tender Administrator will be entitled to fine the bidder an amount of 1,000 nis. For each additional breach, the fine will increase by 500  nis relative to the previous fine.
0.1.1.77. If the bidder breaches the agreement as stated in section 3.31.5.1 above 5 times or more, the Tender Administrator will be entitled to remove the service from the list of services.
Cumulative remedies
0.1.1.78. The remedies, including the right of deduction and forfeiture, and all actions authorized by the Tender Administrator in this Agreement in response to breach of the Agreement by the Provider, are cumulative, and no provision herein will deny the Tender Administrator any right to any relief or remedy hereunder or by statute.
0.1.1.79. If the Tender Administrator waives its rights due to a breach of any provision of this Agreement by the Provider, this will not be construed as a waiver of any other breach of that or another provision.
[bookmark: _Toc57230455][bookmark: _Toc48749890]Changes to the Agreement
Except as stated in section 3.15.11 above, any change to the Agreement will be made with the consent of the parties and through the signing of an addendum to this Agreement. The addition will specify the changes from the arrangements set forth herein. 
This Agreement contains all of the covenants between the parties, and no agreement or arrangement made prior to the signing of this Agreement will be valid.
[bookmark: _Toc57230456][bookmark: _Toc48749891]Addresses of parties and notices
The address of the Tender Administrator: Government Procurement Administration, 1 Netanel Lorch St., Jerusalem, E-Mail: nimbus5@mof.gov.il;
The Provider’s address: _______________________________________, E-Mail: __________________;
The parties may change the e-mail address for sending messages by giving notice in writing at least 5 working days in advance.
All messages in relation to this agreement will be sent by e-mail to the e-mail addresses listed above. A message will be deemed as received within 24 hours from the time it was sent, provided that no indication was received regarding failure of the message to reach its destination
[bookmark: _Toc57230457][bookmark: _Toc48749892][bookmark: _Ref51863984]The applicable law and unique place of jurisdiction
The parties agree that the jurisdiction on all issues and matters arising out of or relating to the Agreement or the provision of services that are the object of the Agreement, or in any claim arising out of or relating to the engagement or its conduct will be conferred solely to the competent courts in the Jerusalem District and that Israeli law will apply. 
[bookmark: _Toc57230439][bookmark: _Toc48749874]Undertakings and declarations of the Provider
The Provider declares and undertakes as follows – 
0.1.1.80. There is no statutory impediment to its engagement in this Agreement.
0.1.1.81. It meets all the relevant statutory requirements for the provision of cloud services to the Government of Israel, in accordance with the Agreement. 
0.1.1.82. In any case in which there are changes in the provisions of law applicable to the Provider, in a manner that affects the execution of the Agreement, the Provider will act efficiently and quickly in order to adapt the services to the statutory requirements and will bear the costs involved in these changes. 
0.1.1.83. It has the experience, skill, knowledge, tools, inventory and personnel necessary to meet its obligations in accordance with the terms of the Agreement and the Tender.
0.1.1.84. Anyone who takes part in the provision of services on its behalf in the framework of the Tender is qualified and competent for his function.
0.1.1.85. It will deliver everything required of it in accordance with the requirements of the Tender. 
0.1.1.86. It will cooperate with the Tender Administrator and the Clients their representatives in all matters relating to the meeting of its obligations hereunder.

[bookmark: _Toc48749894][bookmark: _Toc79337745][bookmark: _Toc47826344][bookmark: _Toc47826547]

[bookmark: _Toc47826345][bookmark: _Toc47826548][bookmark: _Toc48749895][bookmark: _Toc46236442]Appendix C1 – Information Processing for services in software as a service (SaaS) configuration
[bookmark: _Toc79337746]Protected information
Without derogating from the Provider’s obligation elsewhere, the Provider will be responsible for the safeguarding, protection and integrity of the protected information on its systems, and will not access it, will not allow any other party to access it, will not use or modify it, and will not permit any use or modification, by act or by default, which is not permitted according to the provisions of Israeli law, the provisions of the Agreement and this Appendix. 
The Provider will be responsible for ensuring that Clients and users have regular access to the protected information, in accordance with its obligations under this Agreement, and in any case will not deny them access to such information, in a manner that contravenes the provisions of the Agreement or Israeli law.  
The Provider understands that the protected information includes information about the work processes of the Government of Israel and information pertains in part to the citizens and residents of the State of Israel. Accordingly, any disclosure, compromising, damage, denial of access or loss of protected information or disclosure of information to a third party may cause the Tender Administrator, Clients, users and third parties heavy damage, and it will be required to safeguard the protected information in accordance with the highest standards existing in the market, and will not transfer it to any third party, in accordance with the provisions of this Appendix. 
The Provider’s obligations in relation to the Protected Information will apply as long as the information is in its systems, even after the end of the engagement period.
[bookmark: _Ref392063686]The Provider will allow complete logging and documentation of all access to and use of the various services by the Client and its users.
Keeping of the documentation for a period of at least one year will be possible, meaning that it will be continuously available to the Client and to the Tender Administrator. 
[bookmark: _Toc79337747][bookmark: _Toc48749896][bookmark: _Toc46236443][bookmark: _Toc47826346][bookmark: _Toc47826549]Content data
All the content data will be stored and processed on the cloud platforms of the Cloud Providers.
The Clients will be allowed to produce content data in or through the Provider’s systems and to migrate to the Provider’s cloud systems any content data as they wish, subject to the provisions of the law, including content data with different levels of sensitivity, including content data of Clients that are subject to various statutory restrictions, for which the Provider will have no argument and will impose no restrictions. 
Under the Israeli law applying to the content data of some of the Clients as updated from time to time, there are requirements regarding the protection of the information against defacement, alteration and unauthorized disclosure. Among other things, the statutes that apply to information include, the Regulation of Security in Public Bodies Law, 5758-1998, the Commercial Torts Law, the State Property Law, as well as specific statutes that apply to the activity of the state and government employees in various fields. The statutory obligations towards the Protected Information are imposed on the Clients only, which own the information, and not on the Provider, unless expressly stated otherwise in the tender documents. The Provider’s duty is to make every reasonable effort to allow the Clients and the Tender Administrator to discharge the various statutory obligations applicable to them with respect to such Protected Information. Nothing in this section will derogate from any statutory obligation imposed on the Provider.
[bookmark: _Toc79337748][bookmark: _Ref57229937][bookmark: _Toc48749898][bookmark: _Ref51852352][bookmark: _Toc47826550][bookmark: _Toc47826347][bookmark: _Toc46236444]Use of Protected Information
[bookmark: _Ref57191342]The Tender Administrator and the Clients are the sole owners of the Protected Information, and the Provider constitutes a processor of the Protected Information and will not take any action, including saving and storage, processing of information and transfer thereof to any third party except in accordance with applicable statutes in the State of Israel and as set forth below:
0.1.1.87. [bookmark: _Ref57191158]For content data – with the approval of the Client, according to a digital instruction, for the purpose of correct provision of the purchased services.  
0.1.1.88. For processing data – at the minimum level required for the correct provision of the services purchased under the Agreement, including improving the cyber protection of the Provider’s systems or the services, for charging for them and discharging the Provider’s obligations under the Agreement. It should be emphasized that the use of processing data for the purpose of improving the services of the Provider that is not part of the improvement of those services for, among others, the Clients, is prohibited except in the case of obtaining written permission from the Tender Administrator.
0.1.1.89. For access data – at the minimum level required for the proper delivery of the services purchased under the Agreement, for charging for them and for the meeting of the Provider’s obligations under the Agreement. 
Without derogating from the foregoing, and for the removal of doubt, the Provider will not sell, rent out or perform any other commercial operation using Protected Information, including the transfer of the information after processing, the transfer or sale thereof as part of other users’ information after deleting identifying details, or in any other constellation, without prior written approval by the Tender Administrator.
[bookmark: _Ref51852218]The Provider will not store Protected Information on its systems other than in accordance with the provisions of the Agreement and this Appendix, and according to a digital instruction, and will ensure the purging of such information contained in its systems, according to statutory provisions.
[bookmark: _Ref47825372]Without derogating from the Provider’s obligations, the Provider will take the necessary precautions to ensure that access to Protected Information is granted only to parties that authorized by the Provider for whom access to this information is required for the provision of the services to Clients. The Provider must ensure that the disclosure and use of Protected Information to and by authorized parties will be to the minimum extent required for the purpose of providing the service properly, and in accordance with the Provider’s obligations. The Provider will instruct the authorized parties on the purposes of the use of the information, and the obligations imposed on them by law and the provisions of hereof as a result of having the information disclosed to them.
[bookmark: _Ref51852225]Deletion of Protected Information
0.1.1.90. Within 30 days of the Client’s request or within 90 days from the termination of the engagement, for any reason, the SaaS Provider will provide the Client with all of the Client’s information, unless the client informed the supplier he is not interested in the information. If the service allows the Client to retrieve or delete information directly, the Provider will allow the Client to do so within 30 days after the end of the engagement while providing reasonable technical assistance by the Provider to retrieve and delete the information and will show the Client documented proof that all information has been retrieved or deleted as required. All information will be retrieved in a standard, up-to-date and non-proprietary format.
0.1.1.91. Within 90 days following the end of the engagement or according to a digital instruction to delete information or after the end of use of the service and according to the terms of service, the Provider will completely delete all copies of the content data in its systems or service environments in a way that will preclude its restoration, unless otherwise stated in this Agreement.
0.1.1.92. Further to what is detailed above and subject to its statutory obligations, the Provider will delete from its records and databases all processing data and access data necessary for performing the permitted operations set forth in this section.
[bookmark: _Toc79337749][bookmark: _Toc48749899][bookmark: _Toc47826551][bookmark: _Toc47826348][bookmark: _Toc46236445]Confidentiality
The parties agree that the Protected Information is confidential and may not be used contrary to the provisions of the Agreement or passed on to any other party without prior written permission from the Tender Administrator. 
The Provider undertakes to keep secret security tools, including encryption tools such as stamps and encryption keys, which it makes available to the Client, and not to provide any other party tools or technological assistance for decoding the security tools, without prior written permission from the Tender Administrator. 
Without derogating from the foregoing, the Provider will be obliged to take all necessary steps for the purpose of maintaining the confidentiality of access data and processing data kept in the Provider’s systems in a confidential and secure manner, as part of which the Provider undertakes as follows:
0.1.1.93. That this data will be protected using state of the art technological means available in the market. 
0.1.1.94. That access to this data by the Provider’s employees will be made only by authorized persons requiring this access, and only to the minimum extent required.
The Provider will be responsible for its sub-processers that will have access to Protected Information from it for the purpose of providing the services to the Clients, will be bound to confidentiality as set forth in this Appendix, and in any case it will be fully responsible for any breach of this duty by them. 
[bookmark: _Toc79337750][bookmark: _Toc48749900][bookmark: _Ref51854318][bookmark: _Toc47826552][bookmark: _Toc47826349][bookmark: _Toc46236446]Privacy
Without derogating from its obligations in the Appendix and the Agreement, the Provider undertakes to act in accordance with the provisions of the Protection of Privacy Law, 5741-1981 (hereinafter: “Protection of Privacy Law”) and its regulations and any other legislation under Israeli statutes that regulates privacy under the Israeli Law, in order to allow Clients to upload private information that is protected under the relevant legislation (hereinafter:"Private Information") to the cloud. It should be emphasized in this respect that different Clients have different, diverse types of Protected Information at different levels of sensitivity, such as, “medical information”, as defined in the Patient’s Rights Law, 5756-1996 personal information, and so on.
The Provider will attach to the terms of use (Service Agreement) an appendix detailing the compliance with the obligations imposed on the Provider under this Agreement and under the Protection of Privacy Law and the regulations enacted thereunder (hereinafter: “Privacy Appendix”). Alternatively, the Provider will declare in writing its compliance with those obligations.
The Tender Administrator may require the Provider to make adjustments in the Privacy Appendix, for the purpose of complying with the provisions of the law, the Agreement and this Appendix.
The Provider will update the Privacy Appendix, according to changes in Israeli law in relation to the Private Information that the Clients possess, in a manner that will allow the Clients to keep Private Information in the cloud throughout the engagement period.
For an Israeli service, the Provider will not take any Private Information out of the borders of the State of Israel, except in the case of a digital instruction from the Client or with the prior written permission of the Tender Administrator, under conditions that it will prescribe.
For a non-Israeli service, the Provider will not take any Private Information out a region within the borders of the European Union, and the rules of the General Data Protection Regulation (GDPR) will apply to it.
Without derogating from the Provider’s obligations, the Provider will keep Protected Information under its technical control, such as processing data or access data in accordance with the provisions of the law and in particular under the Protection of Privacy Law and its regulations.  
[bookmark: _Toc79337751][bookmark: _Toc48749901][bookmark: _Toc47826553][bookmark: _Toc47826350][bookmark: _Toc46236447]Criminal prohibition against disclosing Protected Information
Exposure or disclosure of confidential information under this Agreement, whether by act or omission, and which is not in accordance with the express, written consent of the Tender Administrator, constitutes a breach of the Provider’s duty of confidentiality under this Agreement and constitutes a criminal offense under Section 118 of the Penal Law, 5737-1977.
In addition, depending on the type of information that is disclosed, disclosure of Protected Information, whether by act or omission, other than according to the provisions of the Agreement or statutory demands, may constitute a criminal offense under Israeli law, depending on the type of information disclosed (for example: Private Information, information that is privileged under Israeli law, information that could harm the state security of the state, etc.).
[bookmark: _Toc79337752]Israeli service
[bookmark: _Ref159853211]All content data will be kept within the borders of the State of Israel, unless otherwise stated under this Agreement.
The duty of keeping data within the borders of the State of Israel specified in section ‎4.7.1 above, will not apply to content data that are metadata and logs created in the client's systems, which are not attributable in any manner or way to a client or to a specific user. For the purposes of this section, metadata and logs will include, inter alia – user identification and details (including name, address, billing details, date of birth, email address, telephone number), dates and times of system login and logout, information about the clients, services operated by them, configuration data and files, actions performed in the different systems, usage details, IP addresses allocated by service providers (access data), transactional data and traffic data including geolocation of data source and destination, data size, data structure, path, communication protocol.
The content data contained within the State of Israel will not be taken out of the borders of the State of Israel for any purpose, including processing, storage, backup or for transfer to a third party without a digital instruction from the Client or with the prior written permission of the Tender Administrator, under conditions that it will prescribe. 
If the Provider removes Content Data from the borders of the State of Israel, it will delete the Content Data immediately, and as long as this is done for the purpose of providing service in accordance a digital instruction, immediately upon completion of the operation, according to the digital instruction, and subject to legal provisions. 
In any case, the Provider will not keep information in a State that does not maintain diplomatic relations with the state of Israel.
This clause will apply to services that operate from the Overseas Region, with the corresponding adjustment. 
[bookmark: _Toc79337753][bookmark: _Toc47826555][bookmark: _Toc47826352][bookmark: _Toc46236448]Applicable law and jurisdiction for Protected Information
[bookmark: _Ref51863943]Without derogating from the statements in Section ‎3.34 of the Agreement:
0.1.1.95. The State of Israel has a full, exclusive sovereign interest, and full powers over and ownership of the Protected Information. As such, the law that applies to Protected Information is the law of the State of Israel, and the courts of the State of Israel have exclusive jurisdiction to hear any question or proceeding concerning the said information, without qualifications or exceptions.
0.1.1.96. For any direct conflict between the Provider and the Tender Administrator in relation to the Protected Information, the applicable law will be Israeli law and the jurisdiction to hear any question or proceeding concerning the said information will be conferred exclusively to the courts of the State of Israel, without qualifications or exceptions.
The Provider will immediately announce any changes or updates in the legal situation applying to it that affects the exercising of the duties and rights in relation to the Protected Information under this Agreement. For the removal of doubt, such a change will not exempt the Provider of its obligations in accordance with the provisions of the Agreement.
[bookmark: _Toc79337754][bookmark: _Toc48749903]Unlawful transfer of information
[bookmark: _Ref55313450]Notwithstanding the provisions of Section ‎4.8.1, if the Provider has received a request or order from a foreign entity for receiving, deleting, altering or denying access to Protected Information, and in the opinion of the Provider, the said request or order legally obligates it, whether or not the information is within the State of Israel, the Provider will act as set forth below:
0.1.1.97. It will announce the request or order as soon as possible to the relevant Tender Administrator and Client and will update them on the steps it has taken through to that stage, unless it is expressly prohibited by law from doing so. 
0.1.1.98. If there is a confidentiality order applying to the issue of the request for information itself, the Provider will act to remove the order, and to allow for the Tender Administrator to be notified of the existence of the request. 
0.1.1.99. It will refuse to consent to the transfer the information, and will make any relevant legal arguments, including one that the information belongs to a sovereign state, and that the information is subject to state immunity. 
0.1.1.100. If necessary, it will appeal the decision to a judicial instance or relevant administrative authority until all the possible appellate instances are exhausted, including filing a motion to stay execution until a final decree on the matter.
0.1.1.101. At the request of the Tender Administrator, it will request to enroll the Government of Israel as a party to the relevant proceeding.
0.1.1.102. It will act to reduce the scope of disclosure of the information only to relevant information in the request. 
0.1.1.103. It will demand that compliance to the request or order be in accordance with mutual legal assistance treaties, and it will not comply with a request or order unless permitted by law in the territory in which the Protected Information is located. 
[bookmark: _Ref55313452]In addition to the foregoing, if the Provider has received a request or order from a foreign entity for receiving Protected Information located in the State of Israel, and in the opinion of the Provider such an order legally obligates it, in addition to the statements in Section ‎4.9.1, the Provider will operate as set forth below:
0.1.1.104. The Provider will follow the provisions of Israeli law for enforcing the order (such as under the Enforcement of Foreign Judgments Law, 5718-1958, the Legal Aid between Countries Law, 5758-1998, etc.). 
0.1.1.105. In any case, the Provider will not enforce an order issued by an organ of a foreign state on Protected Information of the Government of Israel located in the territories of the State of Israel, when not possible under Israeli law.
If the Provider has an indication that a such request or order is expected to be received as set forth in Sections ‎4.9.1-‎4.9.2 above, it will notify the Tender Administrator about this immediately, unless it is barred from doing so by law.
Actions are required in cases of sending of Protected Information
0.1.1.106. Without derogating from the Provider’s statutory responsibility, and without limiting its obligation under this Agreement, in any case in which the Provider has sent Protected Information to a third party that is not permitted to have it according to the Tender Documents, for any reason, including as a result of a request or order from a foreign entity, the Provider will act as follows:
0.1.1.106.1. The Provider will inform the Tender Administrator as soon as possible of any Protected Information provided by it, the scope of the information, the identity of the recipient of the information, the reasons for providing the information, whether the information was encrypted or protected by other security tools and any other relevant information, unless it is prohibited from doing so by statute.
0.1.1.106.2. The Provider will not take any action that may assist in decoding or removing any technological barrier from Protected Information in any way or form, by act or omission. If such a request for decoding or making accessible Protected Information is received from a law enforcement or security authority of a foreign country, the Provider will contact the Tender Administrator to get permission for providing such assistance and will follow the Tender Administrator’s instructions.
0.1.1.106.3. If the Protected Information has been transferred without notifying the Tender Administrator, (whether an order preventing the disclosure of the request to send the information was issued, whether it is a demand of a security authority or for any other reason), the Provider will pay the Tender Administrator special compensation of NIS 7,555 within up to 24 hours from the time the information is provided.
0.1.1.107. Nothing in this section will derogate from the Provider’s responsibility, and its obligation under law and under the provisions of the Agreement not to provide Protected Information without the prior written consent of the Tender Administrator, nor will it derogate from any right to compensation, indemnification or any other remedy available to the Tender Administrator, as set forth in the Agreement. 
[bookmark: _Toc79337755][bookmark: _Toc48749904][bookmark: _Toc47826556][bookmark: _Toc47826353][bookmark: _Toc46236451]Appendix C2 - information processing for services that are not in software as a service (non-SaaS) configuration
Protected information 
Without derogating from the Provider’s obligation elsewhere, if protected information is saved in the systems of the Provider, the Provider will be responsible for the safeguarding, protection and integrity of the protected information on its systems, and will not access it, will not allow any other party to access it, will not use or modify it, and will not permit any use or modification, by act or by default, which is not permitted according to the provisions of Israeli law, the provisions of the Agreement and this Appendix. 
The Provider will be responsible for ensuring that Clients and users have regular access to the protected information, in accordance with its obligations under this Agreement, and in any case will not deny them access to such information, in a manner that contravenes the provisions of the Agreement or Israeli law.  
The Provider understands that the protected information includes information about the work processes of the Government of Israel and information pertains in part to the citizens and residents of the State of Israel. Accordingly, any disclosure, compromising, damage, denial of access or loss of protected information or disclosure of information to a third party may cause the Tender Administrator, Clients, users and third parties heavy damage, and it will be required to safeguard the protected information in accordance with the highest standards existing in the marketplace, and will not transfer it to any third party, in accordance with the provisions of this Appendix. 
Protected information will not be kept on public cloud infrastructure that is not one of the Cloud Providers winning the cloud tender.
The Provider’s obligations in relation to the Protected Information will apply as long as the information is in its systems, even after the end of the engagement period.
Keeping of the documentation for a period of at least one year will be possible, meaning that it will be continuously available to the Client and to the Tender Administrator. 
 Content data
The Clients will be allowed to produce content data in or through the Provider’s systems and to migrate to the Provider’s cloud systems any content data as they wish, subject to the provisions of the law, including content data with differing levels of sensitivity, including content data of Clients that are subject to various statutory restrictions, for which the Provider will have no argument and will impose no restrictions. 
Under the Israeli law applying to the content data of some of the Clients as updated from time to time, there are requirements regarding the protection of the information against defacement, alteration and unauthorized disclosure. The statutes that apply to information include the Regulation of Security in Public Bodies Law, 5758-1998, the Commercial Torts Law, the State Property Law, as well as specific statutes that apply to the activity of the state and government employees in various fields. The statutory obligations towards the Protected Information are imposed on the Clients only, which own the information, and not on the Provider, unless expressly stated otherwise in the tender documents. The Provider’s duty is to make every reasonable effort to allow the Clients and the Tender Administrator to discharge the various statutory obligations applicable to them with respect to such Protected Information. Nothing in this section will derogate from any statutory obligation imposed on the Provider.
Use of Protected Information
The Tender Administrator and the Clients are the sole owners of the Protected Information, and the Provider constitutes a processor of the Protected Information and will not take any action, including saving and storage, processing of information and transfer thereof to any third party except in accordance with applicable statutes in the State of Israel and as set forth below:
0.1.1.108. For processing data – at the minimum level required for the correct provision of the services purchased under the Agreement, including improving the cyber protection of the Provider’s systems or the services, for charging for them and discharging the Provider’s obligations under the Agreement. It should be emphasized that the use of processing data for the purpose of improving the services of the Provider that is not part of the improvement of those services for, among others, the Clients, is prohibited except in the case of obtaining written permission from the Tender Administrator.
0.1.1.109. For access data – at the minimum level required for the proper delivery of the services purchased under the Agreement, for charging for them and for the meeting of the Provider’s obligations under the Agreement. 
Without derogating from the foregoing, and for the removal of doubt, the Provider will not sell, rent out or perform any other commercial operation using Protected Information, including the transfer of the information after processing, the transfer or sale thereof as part of other users’ information after deleting identifying details, or in any other constellation.
The Provider will not store Protected Information on its systems other than in accordance with the provisions of the Agreement and this Appendix, and according to a digital instruction, and will ensure the purging of such information contained in its systems, according to statutory provisions.
[bookmark: _Ref106207995]Without derogating from the Provider’s obligations, the Provider will take the necessary precautions to ensure that access to Protected Information is granted only to authorized employees of the Provider for whom access to this information is required for the provision of the services to Clients. The Provider must ensure that the disclosure and use of Protected Information to and by authorized parties will be to the minimum extent required for the purpose of providing the service properly, and in accordance with the Provider’s obligations. The Provider will instruct the authorized parties on the purposes of the use of the information, and the obligations imposed on them by law and the provisions of hereof as a result of having the information disclosed to them.
Deletion of Protected Information
0.1.1.110. After the customer’s use of the Service ends, subject to its statutory obligations, the Provider will delete from its records and databases all processing data and access data necessary for performing the permitted operations set forth in this section.
Confidentiality 
The Provider will be required to take all steps required of it for safeguarding the secrecy of access data and processing data that is saved in the Provider’s system in a secret, secured manner, including undertaking as follows:
0.1.1.111. That this data will be saved using the most advanced technological means existing in the marketplace.
0.1.1.112. That access to this data by the Provider’s employees will be only by authorized persons requiring this access, to the minimal extent required.
The Provider will be responsible for its sub-processors that will have access to Protected Information from it for providing the services to the Clients, will be bound to confidentiality as set forth in this Appendix, and in any case it will be fully responsible for any breach of this duty by them. 
Criminal prohibition against disclosing Protected Information
Exposure or disclosure of confidential information under this Agreement, whether by act or omission, and which is not in accordance with the express, written consent of the Tender Administrator, constitutes a breach of the Provider’s duty of confidentiality under this Agreement and constitutes a criminal offense under Section 118 of the Penal Law, 5737-1977.
In addition, depending on the type of information that is disclosed, disclosure of Protected Information, whether by act or omission, other than according to the provisions of the Agreement or statutory demands, may constitute a criminal offense under Israeli law, depending on the type of information disclosed (for example: Private Information, information that is privileged under Israeli law, information that could harm the state security of the state, etc.).
Applicable law and jurisdiction for Protected Information
Without derogating from the statements in Section ‎3.34 of the Agreement:
0.1.1.113. The State of Israel has a full, exclusive sovereign interest, and full powers over and ownership of the Protected Information. As such, the law that applies to Protected Information is the law of the State of Israel, and the courts of the State of Israel have exclusive jurisdiction to hear any question or proceeding concerning the said information, without qualifications or exceptions. 
0.1.1.114. For any direct conflict between the Provider and the Tender Administrator in relation to the Protected Information, the applicable law will be Israeli law and the jurisdiction to hear any question or proceeding concerning the said information will be conferred exclusively to the courts of the State of Israel, without qualifications or exceptions.
The Provider will immediately announce any changes or updates in the legal situation applying to it that affects the exercising of the duties and rights in relation to the Protected Information under this Agreement. For the removal of doubt, such a change will not exempt the Provider of its obligations in accordance with the provisions of the Agreement.


Appendix D1 – Security and Cyber for Services in Software as a Service (SaaS) Configuration
[bookmark: _Toc79337756][bookmark: _Toc48749905][bookmark: _Toc47826557][bookmark: _Toc47826354]Obligation of the Provider to information and cyber security 
The Provider will be solely responsible for the security of the systems on which the services offered by it to Clients are based, whether directly, by a sub-processor or through a corresponding agreement with the provider of the cloud on which the service operates, will ensure the operation and update of the security measures on an ongoing basis, and will make sure that the technological means used for information security are state-of-the-art and comply with the highest standard practiced in the market. 
The Provider will be responsible for protecting its systems, including dedicated infrastructure, as well as the services that it offers against cyber threats and attacks and any attempt to damage or block access to these infrastructures. As part of this, the Provider will monitor its systems and will work to detect and address weaknesses in its systems, and update its systems against security exposures as soon as possible, using mitigation processes, as long as the systems cannot be updated immediately.
The Provider will assign a representative who will be responsible for inquiries regarding information security and cyber protection, conducting audits, providing references as required by the Agreement, alerts on threats and coping with events in real time. If the service provider operates a situation room for coping with cyber threats (SOC), the representative will send the contact details of that situation room to the Tender Administrator.
The Provider’s responsibility for information security and cyber protection will include, among other things, complying with the following principles, if relevant to the provision of the services:
	1. Personnel management and training– ensuring that employees and contractor employees recognize and understand their responsibilities in the field of information security and cyber protection policies. 
	2. Supply chain and provider management– defining and maintaining mechanisms whose role is to manage the entire supply chain of the Cloud Provider to ensure the reliability of the infrastructures through which the services are provided. 

	3. Resource management – maintaining mechanisms for identifying and protecting organizational assets and information assets in the organization, including those of customers and of the Client. 
	4. Management of security incidents suspected incidents– maintaining means for managing, responding to and communicating information about security incidents.  

	5. Identity and access authorizations management – maintaining mechanisms to ensure that access to Protected Information, information processing resources, facilities and virtual environments are for authorized users only. 
	6. Functional continuity and recovery – ensuring the functional continuity of the cloud services, including disaster recovery while ensuring the credibility and reliability of information at all times.  

	7. Encryption and key management – maintaining secure operation of the Provider’s services by setting up and implementing appropriate cryptographic mechanisms. 
	8. Maintaining security level evaluation mechanisms – establishing and managing appropriate processes for testing key components in the network and information systems that support the cloud services and establishing and managing appropriate processes to assess the level of protection of critical assets. 

	9. Physical and environmental security– maintaining measures to prevent unauthorized access to physical sites to prevent damage, loss, attrition, malfunction, or theft of organizational assets that may impair the Provider’s activity. 
	10. Maintaining migration capability and interoperability – assigning the customer means that allow it to interface with other cloud services or migrate securely to providers that provide similar services. 

	11. Maintaining secure operational functional continuity – ensuring that the Provider’s cyber protection apparatus operates securely and properly so that the cloud services are operational at all times.  
	12. Protecting the integrity and reliability of the system – establishing and managing the appropriate measures to ensure that the system maintains an adequate level of protection and reliability throughout its lifecycle, from development to operational deployment, including internal development and external development, using commercial and open-source tools.  

	13. Communication security – securing digital connection. 
	14. Risk Management – allocating the necessary measures for governance and information risk management, and mechanisms for identifying risks for protecting cloud services. 

	15. Protection of personal information – establishing and managing the necessary means for Clients to meet their obligations to protect the information under their control.
	16. Proper procedures for evaluating cyber protection – establishing and managing proper processes, testing of security review procedures of systems and core networks of the cloud infrastructure.

	17. Configuration and change management – establishing and managing change management for the network and information systems.
	18. Secure development – establishing and managing the appropriate measures to ensure that the entire system development lifecycle is implemented using secure development methodologies, such as the SDLC methodology.


Cyber protection and risk management procedures
The Provider will establish cyber security procedures according to the Provider’s commitment to information security and cyber protection as set forth above, and to contend with ascribed scenarios and threats to the cloud infrastructures and services provided based on these infrastructures (hereinafter: the “Provider’s Cyber Policy”). 
The Provider will perform, on an ongoing basis, risk management procedures in accordance with the requirements of the standards that it complies with and the requirements of the laws and regulations applying to it.
[bookmark: _Toc79337758][bookmark: _Toc48749907][bookmark: _Ref51850972][bookmark: _Toc47826355][bookmark: _Toc47826558]Standards
Acceptable international standards provide a minimum basic framework for the cyber protection infrastructure required by the Provider. The Provider must comply with accepted international standards in the field of providing the services that it provides.
Without derogating from the foregoing, an Israeli service will at least meet the standards that the provider holds for that service in the overseas region. If is not possible to obtain the relevant standard seal in Israel, the Provider must meet the requirements of the standard in full, even without receiving the official certification.  
Upon the demand of the Tender Administrator, the Provider will present the official certification proving its compliance with the required standards. In the event providing official certification is not possible, the Provider will present the control process employed to meet the relevant standard, and upon the Tender Administrator’s demand, will present confirmation from an independent external body that has relevant qualifications, using commonly accepted methodology. 
As these standards are updated or a new version released, the Provider will be required to update them accordingly.
The Provider will publicly update the devices for which the service has been certified.
[bookmark: _Toc79337759][bookmark: _Toc48749909][bookmark: _Toc47826559][bookmark: _Toc47826356]Ongoing updates and information transfer on cyber threats
The Provider will cooperate with the Tender Administrator on the subject of protection against cyber threats, as part of the provision of the services, according to the following: 
0.1.1.115. The Tender Administrator will provide, subject to the restrictions applying to it and the information disclosure policy that it will form, information that may assist in information security and cyber protection in accordance with the provisions of the Agreement, including information on cyber threats, methods, attack patterns and technologies that may be used against the Clients or the Provider in relation to the provision of the services to the Clients.
0.1.1.116. The Provider will transmit as soon as possible, subject to the restrictions applying to it and in accordance with any law, information that may assist the Clients and the Tender Administrator in information security and cyber protection, including information about cyber threats, methods, attack patterns and technologies that pose a threat to Protected Information and services purchased by Clients. 
[bookmark: _Toc79337760][bookmark: _Toc48749910][bookmark: _Toc47826560][bookmark: _Toc47826357][bookmark: _Toc46236453]Coping with events in real time and incident investigation
The Provider will allow the Tender Administrator and the Clients to use investigation and IR (Incident Response) services of the Provider, if it offers them, for coping with security incidents and malfunctions or investigating and studying these incidents. If the Provider has no dedicated IR Team, the Provider will assist the Client in coping with the incident by using the company’s engineering team or outside parties that it employs.
To the extent possible, the Provider will inform Clients in real time about security incidents, including cyberattacks and attempted cyberattacks against the Client’s systems and the Provider’s infrastructures on which the Clients’ systems and data are operated. 
[bookmark: _Toc79337761][bookmark: _Toc48749911][bookmark: _Toc47826561][bookmark: _Toc47826358]Integrity of employees and suppliers
The Provider will carry out commonly accepted processes for examining the integrity level of its employees, subcontractors and its suppliers, while implementing a plan for locating and responding to security threats originating from an insider party.
Sub-processors
0.1.1.117. The Provider may meet the obligations imposed on it under the Agreement by means of sub-processors. It is emphasized that the use of sub-processors will not detract from or limit the obligations imposed on the Provider under the Agreement, including this Appendix. In any case of breach of the Provider’s obligations by means of a sub-processor, the Provider will bear full responsibility for that breach.
0.1.1.118. Instructions for employing a sub-processor:
0.1.1.118.1. The Provider will limit the ability of the sub-processor to access the customer’s information to the minimum required for providing the service or continuing to provide the service to Clients or end users. The Provider will deny the sub-processor access to the information for any other purpose.
0.1.1.118.2. The sub-processor and all parties authorized on its behalf to access Protected Information will sign a nondisclosure agreement that will comply with the confidentiality obligations applying to the Provider.
0.1.1.118.3. The sub-processor has complied with the duty set forth in Section ‎4.3.4 that stipulates that an employee may only access Protected Information when necessary, to the appropriate level of disclosure.
0.1.1.118.4. Sending of information to a sub-processor is not prohibited by law (such as law applying to privacy, etc.).
0.1.1.118.5. The Provider will conduct periodical audits of subcontractors that provide services to Clients.
[bookmark: _Toc79337762][bookmark: _Toc48749912][bookmark: _Toc47826562][bookmark: _Toc47826359]Information security in services
[bookmark: _Ref51854417]The Provider will make sure that the level of protection and reliability of the services provided by it will be high and will be updated and upgraded throughout the engagement period. The Provider will not downgrade the level of protection of the services without first notifying the Tender Administrator.
All approved services will meet the relevant and commonly accepted information and cyber security standards. The Tender Administrator may request references for compliance with a particular service with such standards, and for services that do not yet meet official standard tests, the Provider will send the details of the internal tests and tests by third-party laboratories that have examined the level of service, including test methodologies and the certifications of the testers. The Tender Administrator will update its cyber policy regarding the approved services, among other things, based on the evidence sent by the Provider.  
The Provider will not have any access for changing, exchanging or viewing of information about the Client’s encryption keys, if any, and will not use them in any way without obtaining the prior written approval of the Tender Administrator.
The Provider will not prevent any use of the customer’s cyber protection tools and measures required to secure the services, including the encryption mechanisms that it employs, insofar as this does not to impair the correct provision of the service.
Periodical audits
0.1.1.119. At a frequency depending on the Provider’s risk management, or in response to the Tender Administrator’s request and in coordination with the Provider, the Provider will conduct an external audit using an independent, leading company specializing in such auditing (hereinafter: the “Audit Company”) to verify the Provider’s compliance with the Tender provisions or will allow the Tender Administrator to perform such an audit. A request by the Tender Administrator for an external audit will be made at most once a year, except if it is in connection with a security incident.  The Provider will discuss the audit reports that will be sent to it at the end of the audit and will examine the need to update the security procedure following them accordingly. 
0.1.1.120. At the request of the Tender Administrator, and by advance notice to the Provider, the Audit Company will conduct a special audit, given a Security incident or changes in the Provider’s security procedures and methods.
0.1.1.121. The Tender Administrator may demand information about the Audit Company, its certifications, and details about its auditors. The Tender Administrator may demand that the Provider replace the Audit Company, in cases of well-founded concern that the company is not performing its function as required. 
0.1.1.122. At the request of the Tender Administrator, the Provider will send the Tender Administrator a summary of the audit findings and the status of the addressing the findings.
Security and penetration tests 
0.1.1.123. The Tender Administrator may review control the implementation of its set policy for Clients and the manner in which it is implemented on the Provider’s infrastructures.
0.1.1.124. This test will be performed both at the level of checking the settings and configuration of the systems as set by the Client and by performing resilience tests for the Client’s systems operated on the Provider’s systems and infrastructure.
0.1.1.125. To minimize the risks involved in these tests, the resilience tests will be arranged in advance with the Provider during which time the Provider will refrain from blocking the testing parties. 
[bookmark: _Toc79337763][bookmark: _Toc48749914][bookmark: _Ref51854543][bookmark: _Toc47826564][bookmark: _Toc47826361]Cyberattack and security incident
In any case in which a cyberattack or any security incident has been detected in the Provider’s systems that can affect the Clients, the Provider will take the following actions:
0.1.1.126. It will inform the Client and the Tender Administrator as soon as possible, depending on the severity of the incident, and in any case not more than 12 hours from the moment it has confirmed the cyberattack incident, except in a case where an order is issued by a competent judicial court prohibiting it. 
0.1.1.127. [bookmark: _Ref51854563]The Provider will take every necessary step, depending on the circumstances, to reduce the effects and minimize the damage resulting from the cyberattack.
0.1.1.128. [bookmark: _Ref51854607]The Provider will inform the Client and the Tender Administrator of the steps they can take to reduce the effects and minimize the damage resulting from the security incident.
0.1.1.129. The Provider will conduct an investigation of the attack incident and will send the findings of the investigation to the Client and the Tender Administrator for study. The investigation will include information according to the commonly accepted rules of information sharing in the cyber field.
The Provider will report, on an ongoing basis, to the Client and the Tender Administrator, on actions it has monitored as attempted cyberattacks targeting the Clients’ systems.
The Provider will learn from the security incidents that have occurred and will examine the need to update the systems, processes and procedures. 
In the event of a security incident having occurred in a Software as a Service type system, the Provider will indemnify the Client or the Tender Administrator, subject to clause ‎3.26.5, for any reasonable, documented expense that has been made to investigate, contain, reduce, limit and correct the breach of the Client’s confidentiality, integrity and availability of information, including processes for notifying the relevant authorities of the incident. 


Appendix D2 – Security and Cyber for Services that are not in Software as a Service (non-SaaS) Configuration
Obligation of the Provider for information and cyber security 
The Provider will be solely responsible for the security of the systems on which the services offered by it to Clients are based, whether directly, by a sub-processor or through a corresponding agreement with the Provider of the cloud on which the service operates, will ensure the operation and update of the security measures on an ongoing basis, and will make sure that the technological means used for information security are state-of-the-art and comply with the highest standard practiced in the market. 
The Provider will assign a representative who will be responsible for inquiries regarding information security and cyber protection, conducting audits, providing references as required by the Agreement, alerts on threats and coping with events in real time. If the service provider operates a situation room for coping with cyber threats (SOC), the representative will send the contact details of that situation room to the Tender Administrator.
The Provider’s responsibility for information security and cyber protection will include, among other things, complying with the following principles, if relevant to the provision of the services:
	1. Personnel management and training – ensuring that employees and contractor employees recognize and understand their responsibilities in the field of information security and cyber protection policies. 
	2. Supply chain and provider management – defining and maintaining mechanisms whose role is to manage the entire supply chain of the Cloud Provider to ensure the reliability of the infrastructures through which the services are provided. 

	3. Resource management – maintaining mechanisms for identifying and protecting organizational assets and information assets in the organization, including those of customers and of the Client. 
	4. Management of security incidents suspected incidents – maintaining means for managing, responding to and communicating information about security incidents.  

	5. Identity and access authorizations management – maintaining mechanisms to ensure that access to Protected Information, information processing resources, facilities and virtual environments are for authorized users only. 
	6. Encryption and key management – maintaining secure operation of the Provider’s services by setting up and implementing appropriate cryptographic mechanisms.

	7. Maintaining security level evaluation mechanisms – establishing and managing appropriate processes for testing key components in the network and information systems that support the cloud services and establishing and managing appropriate processes to assess the level of protection of critical assets.
	8. Physical and environmental security – maintaining measures to prevent unauthorized access to physical sites to prevent damage, loss, attrition, malfunction, or theft of organizational assets that may impair the Provider’s activity.

	9. Risk Management – allocating the necessary measures for governance and information risk management, and mechanisms for identifying risks for protecting cloud services.
	10. Protecting the integrity and reliability of the system – establishing and managing the appropriate measures to ensure that the system maintains an adequate level of protection and reliability throughout its lifecycle, from development to operational deployment, including internal development and external development, using commercial and open-source tools.  

	11. Communication security – securing digital connection. 
	12. Protection of personal information – establishing and managing the necessary means for Clients to meet their obligations to protect the information under their control.

	13. Proper procedures for evaluating cyber protection – establishing and managing proper processes, testing of security review procedures of systems and core networks of the cloud infrastructure.
	14. Secure development – establishing and managing the appropriate measures to ensure that the entire system development lifecycle is implemented using secure development methodologies, such as the SDLC methodology.


Cyber protection and risk management procedures
The Provider will establish cyber security procedures according to the Provider’s commitment to information security and cyber protection as set forth above, and to contend with ascribed scenarios and threats to the cloud infrastructures and services provided based on these infrastructures (hereinafter: the “Provider’s Cyber Policy”). 
The Provider will perform, on an ongoing basis, risk management procedures in accordance with the requirements of the standards that it complies with and the requirements of the laws and regulations applying to it.
Ongoing updates and information transfer on cyber threats
The Provider will cooperate with the Tender Administrator on the subject of protection against cyber threats, as part of the provision of the services, according to the following:
0.1.1.130.  The Tender Administrator will provide, subject to the restrictions applying to it and the information disclosure policy that it will form, information that may assist in information security and cyber protection in accordance with the provisions of the Agreement, including information on cyber threats, methods, attack patterns and technologies that may be used against the Clients or the Provider in relation to the provision of the services to the Clients. 
0.1.1.131. The Provider will transmit as soon as possible, subject to the restrictions applying to it and in accordance with any law, information that may assist the Clients and the Tender Administrator in information security and cyber protection, including information about cyber threats, methods, attack patterns and technologies that pose a threat to Protected Information and services purchased by Clients. 
Coping with events in real time and incident investigation
The Provider will notify the Clients, to the extent possible in real time, about security incidents, including security vulnerabilities in services, a cyberattack against systems operated by other Clients and attempted cyberattacks against the infrastructures of the Provider used to provide the service or containing content data.
Integrity of employees and suppliers
The Provider will carry out commonly accepted processes for examining the integrity level of its employees, subcontractors and its suppliers, while implementing a plan for locating and responding to security threats originating from an insider party.
Sub-processors
0.1.1.132. The Provider may meet the obligations imposed on it under the Agreement by means of sub-processors. It is emphasized that the use of sub-processors will not detract from or limit the obligations imposed on the Provider under the Agreement, including this Appendix. In any case of breach of the Provider’s obligations by means of a sub-processor, the Provider will bear full responsibility for that breach.
0.1.1.133. Instructions for employing a sub-processor:
0.1.1.133.1. The Provider will limit the ability of the sub-processor to access the customer’s information to the minimum required for providing the service or continuing to provide the service to Clients or end users. The Provider will deny the sub-processor access to the information for any other purpose.
0.1.1.133.2. The sub-processor and all parties authorized on its behalf to access Protected Information will sign a nondisclosure agreement that will comply with the confidentiality obligations applying to the Provider.
0.1.1.133.3. The sub-processor has complied with the duty set forth in Section ‎4.3.4 that stipulates that an employee may only access Protected Information when necessary, to the appropriate level of disclosure.
0.1.1.133.4. Sending of information to a sub-processor is not prohibited by law (such as law applying to privacy, etc.).
0.1.1.133.5. The Provider will conduct periodical audits of subcontractors that provide services to Clients.
Information security in services
The Provider will make sure that the level of protection and reliability of the services provided by it will be high and will be updated and upgraded throughout the engagement period. The Provider will not downgrade the level of protection of the services without first notifying the Tender Administrator.
All approved services will meet the relevant and commonly accepted information and cyber security standards. The Tender Administrator may request references for compliance with a particular service with such standards, and for services that do not yet meet official standard tests, the Provider will send the details of the internal tests and tests by third-party laboratories that have examined the level of service, including test methodologies and the certifications of the testers. The Tender Administrator will update its cyber policy regarding the approved services, among other things, based on the evidence sent by the Provider.  
Periodical audits
0.1.1.134. At a frequency depending on the Provider’s risk management, or in response to the Tender Administrator’s request and in coordination with the Provider, the Provider will conduct an external audit using an independent, leading company specializing in such auditing (hereinafter: the “Audit Company”) to verify the Provider’s compliance with the Tender provisions or will allow the Tender Administrator to perform such an audit. A request by the Tender Administrator for a special audit will be made at most once a year, except if it is in connection with a security incident. The Provider will discuss the audit reports that will be sent to it at the end of the audit and will examine the need to update the security procedure following them accordingly. 
0.1.1.135. At the request of the Tender Administrator, and by advance notice to the Provider, the Audit Company will conduct a special audit, given a cyberattack or changes in the Provider’s security procedures and methods.
0.1.1.136. The Tender Administrator may demand information about the Audit Company, its certifications, and details about its auditors. The Tender Administrator may demand that the Provider replace the Audit Company, in cases of well-founded concern that the company is not performing its function as required. 
0.1.1.137. At the request of the Tender Administrator, the Provider will send the Tender Administrator a summary of the audit findings and the status of the addressing the findings.
Cyberattack and security incident
In any case in which a cyberattack or any security incident has been detected in the Provider’s systems that can affect the Clients, the Provider will take the following actions:
It will inform the Client and the Tender Administrator as soon as possible, depending on the severity of the incident, and in any case not more than 12 hours from the moment it has confirmed the cyberattack incident, except in the case where an order is issued by a competent judicial court prohibiting this. 
The Provider will take every necessary step, depending on the circumstances, to reduce the effects and minimize the damage resulting from the cyberattack.
The Provider will inform the Client and the Tender Administrator of the steps they can take to reduce the effects and minimize the damage resulting from the security incident.
The Provider will conduct an investigation of the attack incident and will send the findings of the investigation to the Client and the Tender Administrator for study. The investigation will include information according to the commonly accepted rules of information sharing in the cyber field.
The Provider will report, on an ongoing basis, to the Client and the Tender Administrator, on actions it has monitored as attempted cyberattacks targeting the Clients’ systems.
The Provider will learn from the security incidents that have occurred and will examine the need to update the systems, processes and procedures. 


Appendix E – Hebrew Agreement 
(Will only be attached if the English version of the agreement is signed)




